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ABSTRACT

Color images are widely utilized across various domains, encompassing digital media and extending to critical

applications in satellite and military arenas. As the significance of these images has grown, the need to protect their

content from unauthorized access and potential threats has been underscored. Visual Secret Sharing (VSS) schemes have

been proposed as effective mechanisms, with images being encrypted into multiple shares that, individually, offer no

discernible information about the original content. Nevertheless, issues such as pixel expansion have been noted in

traditional VSS methods, which result in increased complexity and a potential compromise in image quality. Maintaining

impeccable image quality is emphasized, mainly since critical application decisions are often based on the clarity and

accuracy of image details. The Semantic Pixel Encoding Visual Secret Sharing (SPEVSS) technique is proposed to

address these identified challenges. A robust mechanism has been formulated through the integration of semantic pixel

encoding with VSS, effectively countering pixel expansion while preserving the fidelity of the original image. As a result

of this research, computational complexity has been significantly reduced, decryption methodologies have been made

more efficient, and a more robust security framework for colour images has been established. The performance of the

proposed SPEVSS shows the reconstructed images show the PSNR of 42 dB has been recorded in images processed,

underscoring the method’s capability to balance security and optimal image quality.

Keywords: semantic images; visual secret sharing; color visual cryptography; pixel encoding

1. Introduction

In an era of digital communication, the importance of

information security has never been more pronounced. Color images,

with their rich data and visual content, have emerged as integral

mediums for conveying information across various domains. These

images are widely utilized, from digital media landscapes to more

specialized arenas like satellite imaging and military operations. As

communication intensifies, particularly between critical infrastructures,

the need for stringent security measures becomes paramount. The

transmission of sensitive satellite images, vital for surveillance,
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mapping, and defence strategies, as well as military communications, pivotal for operational success, 

underscores the gravity of this need. 

Figure 1 provides a taxonomy view of the solutions in image security. At its core, the flowchart delineates 

the bifurcation between network-level security, which focuses on the transmission infrastructure, and 

information security, which prioritizes the communication content. Within information security, encryption 

emerges as a primary defence mechanism. While text-based encryption has its merits, the unique nature of 

visual data demands specialized solutions. 

 
Figure 1. Taxonomy of visual secret sharing. 

Visual Secret Sharing (VSS) or Visual Cryptography (VC) is a technique tailored for images. VC stands 

out by splitting an image into multiple shares or shadows, ensuring that only a collective combination reveals 

the original content. However, VC’s pioneering approach has its pitfalls. Issues such as pixel expansion can 

complicate the encryption process, potentially compromising image quality—a concern becomes magnified 

when considering the stakes in satellite and military applications. The shares or shadows shared are in binary 

color with black and white dots in the image in the traditional methods. This makes the chance for the intruder 

to guess the presence of Secret in the image. Hence, it is important to create semantic image with meaning to 

the share by encrypting the share image to the cover image. This cover image and the share images are not 

only providing semantic representation to the share but also need the decryption algorithm to reveal the secret 

image. The Semantic Pixel Encoding Visual Secret Sharing (SPEVSS) technique, is proposed as a solution to 

these challenges. By integrating semantic pixel encoding with traditional VC principles, SPEVSS promises to 

mitigate pixel expansion issues and restore decrypted images to their original quality. 

2. Review of literature work 

The significance of safeguarding visual information, particularly color images, has been underscored in 

the recent literature. With the proliferation of digital media and critical applications spanning satellite and 

military domains, ensuring the confidentiality, integrity, and authenticity of color images during 

communication has become paramount. VSS is characterized by its capability to encrypt visual data so that 

decryption doesn’t necessitate complex computations. Introduced as a foundational concept, VC enabled 

decomposing a secret image into multiple shares without revealing significant information about the original 

image in individual shares[1]. A comprehensive overview of VSS techniques highlighted the nuances and 

advancements over the years, encapsulating the growth and evolving challenges in the field[2]. With the 

proliferation of digital media and multimedia communications, ensuring the security of color images has 

become paramount. A study delved into the combined utility of watermarking and QR Code-based VSS to 
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enhance the privacy protection of digital images, showcasing the interplay between traditional and novel 

cryptographic mechanisms for digital images[3]. Expanding the horizons of VC, a notable approach integrated 

error diffusion in colour-extended VSS, significantly improving the fidelity of the reconstructed secret colour 

images[4]. 

Further exploration in the domain of colour VC focused on the encryption of black-and-white secret 

images, using a methodology that hinges on extended colour VSS, paving the way for more versatile 

applications[5,6]. The journey of VC is not without its challenges. Issues such as pixel expansion, poor 

decryption quality, and increased computational complexity have been persistent concerns in the domain. An 

optimized color halftone VSS scheme leverages a unique algorithm to overcome these inherent problems[7]. A 

significant VSS scheme was introduced specifically tailored underscoring the importance of adapting VC 

techniques to various image types and application scenarios[8]. Innovations in VC have often sought inspiration 

from nature. A recent study presented a novel approach to colour VC, showcasing the potential of bio-inspired 

techniques in enhancing VC methodologies[9]. The significance of VC extends to specialized fields like 

healthcare. A proposed unique privacy protection framework for medical image security combines VSS with 

another method, ensuring that medical images remain secure without relying on traditional cryptographic 

keys[10]. Ensuring the authenticity of decrypted images is as crucial as their encryption. A study introduced a 

self-authentication model for understanding the cheating issues, emphasizing the importance of trustworthiness 

in the decrypted outputs[11]. Steganography, the art of concealing information within other information, has 

found its synergy with VC. A novel steganography method was introduced showcasing the potential of 

combining steganographic techniques with VC for enhanced image security[11]. The reviewed literature 

underscores the dynamism and evolving nature of VSS. From foundational principles to nature-inspired 

algorithms, the field has witnessed myriad innovations to enhance the security and fidelity of encrypted images. 

As digital communication continues to grow, ensuring visual data security remains paramount, making the 

advancements in VC crucial for future multimedia communications. 

The objectives of this research are clear: to refine and enhance the VC process, ensuring optimal security 

without compromising image fidelity. As outlined in the abstract, the anticipated outcomes speak to a future 

where color images, irrespective of their application, can be transmitted with confidence in their security and 

quality. 

3. Proposed methodology 

The proposed Semantic Pixel Encoding Visual Secret Sharing (SPEVSS) consists of three stages namely, 

Semantic Pixel Generation, Pixel Encoding and Share Generation stage and Pixel Reconstruction stage.  

3.1. Semantic pixel generation 

Figure 2 shows the process of transforming a secret color image 𝑆𝐶𝐼 into its semantic counterpart, 

denoted as 𝑆𝑆𝐶𝐼. During this transformation, pixels are rendered meaningful through specific pixel values, 

resulting in a semantic image whose pixel values span a range from 𝑆𝑆𝐶𝐼 ∈{0, 1, 2, ..., 252}. A distinctive 

feature of the semantic image is its discrete pixel values, which often resemble those of neighbouring pixels, 

thereby giving rise to pixel clusters. The process to achieve this transformation, as illustrated in Figure 2, 

unfolds as follows: 
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Figure 2. Semantic pixel generation. 

To commence, the secret color image undergoes a separation into its three primary channels: Red, Green, 

and Blue. Each of these channels encompasses pixel values that range between 0 and 255. The proposed 

SPEVSS approach treats each channel independently, subjecting every pixel within each channel to a series of 

steps to achieve its semantic representation: 

Algorithm 1 Generation of Semantic Pixel 

1: Input: 𝑆𝐶𝐼𝑅𝐺𝐵  of size X × 𝑌  of RGB channels - Secret color Image 

2: 𝑆𝐶𝐼𝑅 , 𝑆𝐶𝐼𝐺 , 𝑆𝐶𝐼𝐵 ← 𝑅𝐺𝐵 ← 𝑆𝐶𝐼𝑅𝐺𝐵 

3: Output: 𝑆𝑆𝐶𝐼𝑅𝐺𝐵 of size X× 𝑌 of RGB channels - Semantic Secret Color Image 

4: For each channel R, G, B of  𝑆𝐶𝐼, 

5: 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑚: 1 𝑡𝑜 𝑋 

6: 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑛: 1 𝑡𝑜 𝑌 

7: 𝑤ℎ𝑖𝑙𝑒(𝑚, 𝑛) 

8: 𝐸𝑟𝑟𝑜𝑟𝑚,𝑛 ← ((𝑆𝐶𝐼𝑚,𝑛%10) + (
𝑆𝐶𝐼𝑚,𝑛

10
%10) +

𝑆𝐶𝐼𝑚,𝑛

100
) 

9: 𝐸𝑟𝑟𝑜𝑟′𝑚,𝑛 ← 𝐸𝑟𝑟𝑜𝑟𝑚,𝑛𝑚𝑜𝑑 𝑒𝑟𝑟𝑜𝑟 

10: 𝑆𝑆𝐶𝐼𝑚,𝑛
𝑅 ← 𝑆𝐶𝐼𝑚,𝑛

𝑅 − 𝐸𝑟𝑟𝑜𝑟′𝑚,𝑛 

11: 𝑆𝑆𝐶𝐼(𝑚,𝑛)
𝐺 ← 𝑆𝐶𝐼𝑚,𝑛

𝐺 − 𝐸𝑟𝑟𝑜𝑟′𝑚,𝑛 

12: 𝑆𝑆𝐶𝐼𝑚,𝑛
𝐵 ← 𝑆𝐶𝐼𝑚,𝑛

𝐵 − 𝐸𝑟𝑟𝑜𝑟′𝑚,𝑛 

13: 𝑆𝑆𝐶𝐼𝑅𝐺𝐵 ← 𝑅𝐺𝐵(𝑆𝐶𝐼𝑅 , 𝑆𝐶𝐼𝐺 , 𝑆𝐶𝐼𝐵) 

Algorithm 1 shows the sequential procedure to generate a 𝑆𝑆𝐶𝐼 from the 𝑆𝐶𝐼. 

Step 1: Initiate by computing the error associated with each pixel. This computation aids in deriving the 

integer coefficients of the pixel. 

Step 2: The construction of the 𝑆𝑆𝐶𝐼  is accomplished by attenuating these pixel errors. Every pixel’s 

Pixel Error (𝑒) is ascertained and subsequently subtracted from its original pixel values, as elaborated in[12,13]. 

By doing so, pixels are endowed with a more meaningful representation. It’s pertinent to note that any error’s 

threshold value (𝑒) is set at 9. 

Step 3: In the SPEVSS method proposed, the value of (𝑒𝑟𝑟𝑜𝑟) undergoes further reduction. 

Step 4: The act of subtracting this diminished error from the original pixel yields a pixel with enhanced 

meaning. This procedure not only preserves but also enhances the quality of the resulting semantic image. 
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3.2. Pixel encoding and share generation stage 

In this section, we detail the steps of the sharing and embedding phase, also known as the share 

construction phase. Figure 3 provides a visual guide to this phase. Here, the secret color image SCI is split 

into its primary Red (SCI-R), Green (SCI-G), and Blue (SCI-B) channels. 

 
Figure 3. Pixel encoding and share generation. 

The color channels are taken from the main secret image SCI for this process. Next, the semantic image 

is created using the method in Algorithm 1. The steps to make the shares are presented in Algorithm 2. 

Algorithm 2 Pixel Encoding and Share generation algorithm 

1: Input: SC𝐼𝑅𝐺𝐵 , 𝐶𝐶1, 𝐶𝐶2, 𝐶𝐶3 Secret color Image and Cover images 

2: Output: 𝑆1
𝑅𝐺𝐵 , 𝑆2

𝑅𝐺𝐵  Shares 

3: 𝑆𝑆𝐶𝐼𝑅𝐺𝐵 ← 𝑆𝑒𝑚𝑎𝑛𝑡𝑖𝑐 𝑖𝑚𝑎𝑔𝑒 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝑆𝐶𝐼𝑅𝐺𝐵 

4: For each channel 𝑆𝐶𝐼, 𝐶𝐶1, 𝐶𝐶2, 𝐶𝐶3 

5: 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑚: 1 𝑡𝑜 𝑋 

6: 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑛: 1 𝑡𝑜 𝑌 

7: 𝑑𝑜 𝑢𝑛𝑡𝑖𝑙(𝑚 = 𝑋 & 𝑛 = 𝑌) 

8: 𝐼𝑆𝑚,𝑛
1 ←

𝑆𝑆𝐶𝐼

100
 

9: 𝐼𝑆𝑚,𝑛
2 ← 𝑟𝑎𝑛𝑑([0,1], 𝑋, 𝑌) 

10: 𝐼𝑆𝑚,𝑛
3 ← {

𝑆𝐼𝑚,𝑛 𝑚𝑜𝑑 10, 𝐼𝑆𝑚,𝑛
2 = 1

𝑆𝐼𝑚,𝑛

10
 𝑚𝑜𝑑 10, 𝐼𝑆𝑚,𝑛

2 = 0
 

11: 𝑆𝑚,𝑛
1 ← 𝐶𝐶𝑚,𝑛

1 − (𝐶𝐶𝑚,𝑛
1 % 10) + 𝐼𝑆𝑚,𝑛

1  

12: 𝑆𝑚,𝑛
2 ← 𝐶𝑚,𝑛

2 − (𝐶𝑚,𝑛 
2 % 10) + 𝐼𝑆𝑚,𝑛

2  

13: 𝑆𝑚,𝑛
3 ← 𝐶𝑚,𝑛

3 − (𝐶𝑚,𝑛
3 % 10) + 𝐼𝑆𝑚,𝑛

3  

14: 𝐸𝑛𝑑 𝑑𝑜 

15: 𝐸𝑛𝑑 𝐹𝑜𝑟 

16: 𝐸𝑛𝑑 𝐹𝑜𝑟 

In Algorithm 2, the methodology of the proposed SPEVSS is elaborated. Initially, the secret color image, 

represented as SCI, is converted into a semantic image labelled as SSCI. This SSCI is then encoded and broken 

down into intermediate shares: IS1, IS2, and IS3. Random coefficients are chosen for the pixel values of SSCI. 
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Subsequently, the shares, termed as IS1, IS2, and IS3, are formed by incorporating the intermediate shares IS1, 

IS2, and IS3 into cover images CC1, CC2, and CC3. This incorporation utilizes the Least Significant Bit (LSB) 

embedding method[14]. These crafted shares are then transmitted to authorized recipients via communication 

channels like third-party software, email platforms, and so on. The range for the intermediate shares is defined 

as IS1∈{0, 1, 2}, IS2∈{0, 1}, and IS3∈{0, 1, 2, ..., 9}. The shares S1, S2, and S3 have a range of {0, 1, 2, ..., 

255} {0, 1, 2, ..., 255}. 

3.3. Pixel reconstruction stage 

As depicted in Figure 4, a systematic process for this stage is provided. Initially, the received shares are 

categorized into three distinct color channels: Red (R), Green (G), and Blue (B). Each of these color channels 

undergoes a procedure known as LSB extraction. From this process, the Reconstructed Intermediate Shares, 

denoted as RIS1 and RIS2, are derived[14]. Subsequently, a unique key is generated from the obtained RIS 

values. An error threshold, represented by the number 9, is set. Utilizing this key, the Reconstructed Color 

Semantic Pixel (RSSCI) values are decoded from the retrieved RIS. RSSCI is then reconstructed by digitally 

stacking all the retrieved shares. 

 
Figure 4. Reconstruction of secret color image. 

Algorithm 3 Pixel Reconstruction Stage 

1: Input: 𝑆1, 𝑆2, 𝑆3 Received Share Images 

2: Output: Reconstructed Secret Image 𝑅𝑆𝑆𝐶𝐼 

3: For each channel 𝑆ℎ1, 𝑆ℎ2, 𝑆ℎ3 

4: 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑚: 1 𝑡𝑜 𝑋 

5: 𝐹𝑜𝑟 𝑒𝑎𝑐ℎ 𝑛: 1 𝑡𝑜 𝑌 

6: 𝑑𝑜 𝑢𝑛𝑡𝑖𝑙 (𝑚 = 𝑋 & 𝑛 = 𝑌) 

7: 𝑅𝐼𝑆𝑚,𝑛
1 ← 𝑆ℎ𝑚,𝑛 

1 % 10 

8: 𝑅𝐼𝑆𝑚,𝑛
2 ← 𝑆𝑚,𝑛 

2 % 10 

9: 𝑘𝑒𝑦𝑚,𝑛 ← 𝑇𝐻 − (𝑅𝐼𝑆𝑚,𝑛
1 + 𝑅𝐼𝑆𝑚,𝑛

2 ) 

10: 𝑅𝑆𝐼𝑚,𝑛 ← {
𝑅𝐼𝑆𝑚,𝑛

1 × 100 + 𝑅𝐼𝑆𝑚,𝑛
3 × 10 + 𝑘𝑒𝑦𝑚,𝑛, 𝑅𝐼𝑆𝑚,𝑛

2 = 0

𝑅𝐼𝑆𝑚,𝑛
1 × 100 + 𝑘𝑒𝑦𝑚,𝑛 × 10 + 𝑅𝐼𝑆𝑚,𝑛

3 , 𝑅𝐼𝑆𝑚,𝑛
2 = 1

 

11: 𝐸𝑛𝑑 𝑑𝑜 

12: 𝐸𝑛𝑑 𝐹𝑜𝑟 

13: 𝐸𝑛𝑑 𝐹𝑜𝑟 

The algorithm outlined in the revealing phase employs straightforward calculations to decrypt the RSI. If 

any share is tampered with, falsified, or corrupted, the RSI is not unveiled. 
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4. Experimentation and result analysis 

Experimental results for the proposed SPEVSS focus on three primary objectives: first, the generation of 

a high-quality reconstructed secret image; second, the achievement of reduced computational complexity; and 

finally, the assurance of no pixel expansion. The SPEVSS is adaptable and can be applied to secret color 

images of any size. The effectiveness of the method presented in this study was validated by implementing 

and executing the algorithm in the MATLAB 7.10 Tool. A comparative analysis was conducted between the 

quality of reconstructed images and the original secret images. For the purpose of testing, a selection of satellite 

images were considered, as displayed in Figure 5a–c. 

 
(a) test image 1. 

 
(b) test image 2. 

 
(c) test image 3. 

Figure 5. Secret color test images. 

Figure 6a–c presents a collection of cover images employed for the experimental analysis. These images, 

sourced from MATLAB’s sample image set, serve as the external layer for the secret images[15,16]. It is essential 

that these cover images match the size of the secret images. 

 
(a) cover image 1. 

 
(b) cover image 2. 

 
(c) cover image 3. 

Figure 6. Color cover test images. 

4.1. Quality analysis 

Over 60 diverse test images, including Satellite images, natural scenes, and military map images, were 

utilized to evaluate the robustness and adaptability of the SPEVSS. 

In the experiments conducted for the proposed SPEVSS, Table 1 highlighted that individual shares 

concealed the secret information effectively, appearing as typical natural images, thus ensuring the share values 

are perceived as meaningful. The quality of the image is measured in terms of PSNR and ranges above 35 dB 

is considered to be accepted with good quality.   If the quality of the secret and the reconstructed image is same 

then the optimal quality is achieved with PSNR as infinity ∞[17]. The quality assessment results are tabulated 

in Table 2. 

As inferred from Table 2, the reconstructed image quality is impressive and within the acceptable range. 

The proposed SPEVSS does not increase the pixel size of the secret image. Hence, there will not be any pixel 

expansion. 
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Table 1. Life cycle of Proposed SPEVSS. 

Secret image 

   

Pixel Encoding 

   

Share1 

   

Share2 

   

Share3 

   

Reconstructed 

Image 

   

Table 2. Quality values of Secret Image vs. Reconstructed image. 

Test images PSNR MSE SSIM MAE 

Test image 1 42.242 4.14873 0.936 2.56053 

Test image 2 39.905 10.25 0.897 7.482 

Test image 3 41.581 7.644 0.966 4.996 

Test image 4 36.195 18.22 0.695 12.28 

 



9 

4.2. Security analysis 

The efficiency of the proposed SPEVSS is gauged by its ability to securely transmit the secret image, 

contingent upon several conditions: 

Condition 1: In the SPEVSS approach, a semantic encoding is employed to process the image 

semantically. Image pixels are then divided and randomly incorporated into cover images. As a result, the 

shares contain only minimal traces of the image, and these traces don’t resemble the original image. 

Condition 2: In the event of a malicious attack on the shares, they won’t compromise the image. This is 

because any single share only contains fragments of encrypted pixel values, which are distributed randomly. 

Condition 3: Shares appear as regular cover images, preserving their inherent quality, a testament to the 

efficacy of the proposed SPEVSS. The subsequent section delves deeper into image quality. By employing the 

LSB embedding technique, encrypted pixel values are seamlessly integrated with the cover images. This subtle 

integration diminishes the likelihood of an attacker suspecting the presence of a concealed message within the 

shares. 

4.3. Comparative analysis 

Table 3 shows a comparative analysis of SPEVSS against existing methodologies, with evaluations based 

on certain criteria: 

• Number of shares (Rule 1): Denotes the total share count produced using SPEVSS[17]. 

• PSNR value of reconstructed secret image (Rule 2): Utilized to assess image similarities[12]. 

• Shares generation technique (Rule 3): The method employed for share creation[18]. 

• Shares size (Rule 4): The size of the secret color image I and the share sizes are compared. 

• Computational complexity (Rule 5): Represents the time taken for executing the algorithm operations 

time complexity O(n)[19]. 

• Pixel Expansion (Rule 6): Examines pixel size variations during the share construction phase[20]. 

Table 3. Comparative analysis of SPEVSS with existing systems. 

Scheme [21] [22] [23] [24] Proposed SPEVSS 

Rule 1 n ≥ 2 n = 2 n ≥ 2 n ≥ 2 n = 3 

Rule 2 22–27 dB 28–38 dB 23–28 dB 22–27 dB 33–43 dB 

Rule 3 Pixel replacement Ordered Random Pixel replacement Random 

Rule 4 (2n + n + 1) × N N N × 1.05 (2n + 1) × N N 

Rule 5 High Low Medium Very High Very Low 

Rule 6 ≥ 2 None ≥ 1 ≥ 2 None 

Table 3 accentuates the efficiency of SPEVSS in secure color image transmission. The SPEVSS exhibits 

superior PSNR values compared to other methods. In SPEVSS, the secret image I is transitioned into a 

semantic image SI, mitigating pixel errors during the share construction phase[8]. This transition ensures image 

quality preservation. SPEVSS introduces no pixel expansion during share generation[25,26] and minimizes 

computational complexity by adopting basic arithmetic operations during both share generation and secret 

image reconstruction. SPEVSS fortifies share image security by embedding them into cover images. Each 

share conceals the secret independently, ensuring unauthorized users with access to all shares remain clueless 

without the reconstruction algorithm. This analysis confirms that SPEVSS provides an efficient means to 

transmit secret color images with minimal computations while maintaining exceptional image quality. 
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5. Conclusion 

This study explored a new method termed SPEVSS for securely transmitting images. An enhancement in 

the preservation of image quality while ensuring its security was observed with this method. When SPEVSS 

was compared to other existing methods, it outperformed in various aspects. Notably, the quality of images 

was better preserved, unnecessary enlargement of the image was avoided, and excessive computational power 

was not required. Further, it was confirmed that unauthorized access to the image rendered it incomprehensible. 

The original image could be accurately deciphered only when the correct procedures were employed. This 

research identified SPEVSS as an effective tool for secure image transmission. Its simplicity, quality 

preservation, and security measures were highlighted. Potential improvements and further research on this 

method can be pursued in future studies. 
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