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ABSTRACT 

The Internet of Things (IoT) connects and improves crucial global technologies like sensor nodes. The Internet is 

evolving from a human-centric network to one that enables inanimate things to wirelessly communicate with one 

another. The lifespan of an IoT network may be affected by the energy requirements of its routing protocol. Data is 

transmitted through the internet, and it may compromise the security of the data. An attacker can access the data and 

modify the data in order to break the security of the network. Although various solutions are available, such as 

cryptography and steganography-based approaches, none provide secure data transmission in large-scale networks with 

low energy consumption. Blockchain technology plays a vital role in the prevention of network malware. In this paper, 

an attempt has been made to propose a credit-based mechanism for secure data transmission in an efficient manner with 

low energy consumption. In order to achieve optimal results, the proposed framework uses blockchain for data security 

and credit distribution to avoid delays. The proposed framework has been simulated using the Contiki Cooja (CC) 

simulator. The efficiency of the proposed framework is measured by comparing its performance with state-of-the-art 

techniques. 
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1. Introduction 

IoT is a global network of individually identifiable physical 

items (e.g., gadgets, machines, appliances) embedded with 

electronics, software, and sensors. Without any human interaction, 

IoT devices may share data via the web[1]. The information 

generated, analyzed, and choices made by the IoT are all related to 

the linked items. The full promise of IoT-based applications has not 

yet been realized, however, because of security issues arising from 

the sensitive nature of the data handled by such apps[2]. 

Unfortunately, blockchains have a high computational requirement 

that is challenging to achieve in a scenario where there are little 

available resources for the IoT. It is expected that IoT devices would 

be needed to participate in a blockchain consensus process in the 

future[3], despite the fact that they are now unable to do so. One 

approach to do this is by hardware acceleration of the most 

computationally costly section of the protocol, which is often a large 
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number of iterations through the cryptography-based approaches and hash function[4]. 

Each participant in a blockchain network stores their own copy of each transaction[5]. All financial 

dealings are open to public view, making it easy to spot any alterations. Imagine a city where available 

parking spots are updated in real time online. When sensors find a vacant parking spot, they notify the master 

database. The authenticity of the sensor readings has been compromised. By removing the middleman, a 

blockchain network of linked devices can guarantee that unaltered, real-time data from sensors reaches all 

nodes in the network. The blockchain also makes it possible for IoT gadgets to independently exchange data 

and make choices[6]. In addition to digital currency, the Ethereum Blockchain may be used as a platform for 

the creation of decentralized apps through the deployment of executable scripts known as smart contracts. 

The Ethereum Virtual computer (EVM) is a virtual computer used to execute such programs; it provides a 

layer of abstraction between the program and the underlying hardware[7]. 

Security issues including single point of failure, trust, and privacy are raised by the current trend toward 

centralized IoT systems. The blockchain’s use of cryptography allows for reliability to be maintained without 

the requirement for a trusted third party. Recent interest in BIoT applications has been driven by the 

technology’s promise to enhance privacy and security[8]. 

Data from the smart home’s heterogeneous IoT devices, which might be of varying sizes and types, are 

communicated to the smart home gateway in a gateway-style BIoT architecture. The suggested design calls 

for a smart home gateway that can precisely regulate the IoT and process data as instructed by the user. 

However, there are restrictions on the suggested network design due to the increased computational 

complexity introduced by blockchain transactions[9]. Different BIoT devices and organization applications 

are depicted in Figure 1. BIoT architecture, which aims to address computational complexity challenges. 

The suggested architecture relies on the Ethereum Blockchain since it is the only solution now available that 

can serve the general public. The Ethereum Blockchain also facilitates cryptocurrency payment via the Ether 

token, in addition to blockchain programmability[10]. 

 

Figure 1. BIoT architecture. 
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Numerous devices capable of communication, computation, and data storage make up the IoT’s 

physical layer. Modules for identity management, consensus, and P2P communication are all examples of 

typical services that may be found in the IoT blockchain service layer. 

In addition, the distributed ledger is replicated on every BIoT device, so that any changes made to the 

IoT network are reflected in the network within minutes, if not seconds. Blockchain’s big data analytics 

module can effectively store and analyse this data online, which is especially useful since IoT devices 

generate enormous amounts of data that cannot be managed with conventional techniques. 

Multiple transactions are recorded in structured ledges, necessitating further data analysis. Smart 

contracts are another essential element of blockchain technology since they allow for autonomous choices to 

be made based on predefined parameters. An intelligent agreement is a piece of blockchain-based software 

that takes action based on the fulfillment or validation of predetermined conditions. The management of 

consensus is also an integral part of the coupling of blockchain and BIoT. The network’s integrity relies on 

the central server’s diligence in monitoring all of the nodes. It is possible for BIoT apps to use the API to 

connect to blockchain services. BIoT applications and data visualization processes make it possible for 

decision-makers to make informed judgments using data collected from actual BIoT devices at the 

application layer. 

With the cloud computing layer in place, the company may greatly increase its storage capacity without 

investing in more on-premises servers. Information may be gathered from various sources and mediums, and 

it can be accessed from anywhere at any time[11]. 

The major contribution of this paper is: 

• To examine the role of BIoT in secure data transmission for large-scale networks. 

• To provide a credit-based framework for secure and fast data transmission in the IoT 

• To provide a mathematical analysis of the proposed framework. 

• To provide simulation results obtained from Cooja Simulator and compare the results with state-of-the-

art techniques with performance metrics such as energy consumption and transaction cost. 

The paper is divided into five sections. In section 1, an introduction to BIoT has been presented, along 

with the basic architecture of BIoT. Moreover, the contribution of the paper has been presented in this 

section. Section 2 discusses the review of the literature on different existing techniques based on BIoT that 

are used for secure, efficient data transmission. In section 3, the proposed framework has been discussed in 

depth with mathematical analysis. Section 4 provides simulation results that cover the tool used, simulation 

parameters, and performance metrics. At last, in section 5, the conclusion of the paper has been presented. 

2. Related work 

In order to construct goal-driven IoT systems that may autonomously Self-adapt to security threats in 

their surroundings (ASSERT), Alkhabbas et al.[12] suggest a distributed architectural Approach. ASSERT 

makes use of methods and concepts including agents, feedback loops, and blockchain to keep systems safe 

and increase confidence in their adaptations. 

To reduce power consumption, Ahmed et al.[13] presented framework that use a cluster-level data 

aggregation technique. With blockchain embedded into a cloud server, the edge may be validated by the 

blockchain to guarantee the security of the services provided to IoT devices in real time. Finally, they 

simulated the system to determine its performance and compared it to that of more standard energy-efficient 

methods. 

A safe and trustworthy algorithm driven by blockchain technology was presented by Sodhro et al.[14]. 

The suggested technique introduces a chain of blocks that uses less power, fewer cores, and somewhat more 
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communication and computation bits to handle keys in a random fashion. 

Mao et al.[15] provided a thorough overview of strategies for communicating and computing that 

minimize energy consumption in Industrial internet of things(IIoT) systems. In addition, classify the works 

already out there, study, debate, and compare the works to investigate their advantages and disadvantages. 

The blockchain-based problem was examined at extent by Fernando and Saravannan[16], who offered 

solutions that included improving the blockchain’s consensus mechanism and employing renewable energy 

sources to reduce the network’s carbon footprint. Blockchain technology has to explore less energy-intensive 

alternatives to improve its ethical and industrial compliance and increase its flexibility across all industries. 

For effective communication in industrial NIB applications, Sodhro et al.[17] present an ML-driven 

mobility management approach. Similarly, Zahid et al.[18] provide a state-of-the-art architecture for smart and 

connected healthcare that concurrently improves energy economy, battery life, and dependability. 

For edge computing enabled IoT, Wang et al.[19] presented a framework that uses a security label, 

comprising the task’s security level (SL) and its completion criteria, is intergraded into the block header to 

limit the ability of task receivers. In addition, BSDA protects against privacy leaks by segmenting critical 

tasks and task recipients. 

Zhang et al.[20] presented an enhanced efficient-aware method (EEA) based on self-adaptive power 

regulation to reduce energy demand and increase the battery’s useful life and improve its dependability. 

Finally, propose a layered, DL-driven design for IoMT. A fourth proposal makes use of wireless channel 

characteristics and body postures to simulate the energy consumption of IoMT. 

In order to increase the scalability and decentralization of the prosumer grouping mechanism in the 

context of peer-to-peer energy trading, Ali et al.[21] propose a framework, an adaptive model that makes use 

of blockchain technology. Prosumer groups may be formed and transaction data can be stored using smart 

contracts. 

In order to establish the amount of support and the attained satisfaction for IoT multimedia services, 

Singh and Lee[22] undertake a research of numerous self-adaptive security techniques for IoT multimedia and 

analyze them based on crucial, security criteria. 

To counteract the risks to data privacy and security posed by IoT networks, Satamraju and Malarkodi[23] 

created a framework, a novel paradigm that combines the two technologies. Integrating authentication of 

devices, permission and access control, and data management are all tasks that benefit greatly from the usage 

of smart contracts. 

Rasolroveicy[24]studied the latest findings in the field of Blockchain and IoT research, as well as self-

adaptive systems and the documentation of various Blockchain platforms. 

Wu et al.[25] build an optimistic scenario on top of blockchain technology and propose an analytical 

approach to the problem of energy usage balance optimization across several mobile devices and tasks. The 

corresponding ratio of approximation is studied. There have been various simulation experiments that 

evaluate the overall energy demand optimization approach vs the random technique. 

Blockchain-based framework of an initial investigation by Yuan and Wang[26]. They discuss the 

connection between B2 ITS and PtMS, keeping in mind that blockchain is one of the protected and 

trustworthy architectures for constructing the recently established parallel transportation management 

systems (PtMS). 

Articles proposing IoT security solutions are surveyed by Banerjee et al.[27]. The authors note many 

things, including the dearth of readily accessible IoT datasets for use by academics and industry 

professionals. 
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A more accurate evaluation of HD is possible with the use of an IoT platform developed by Subahi et 

al.[28], which employs a baysean mechanism. Vital indicators, such as electrocardiogram (ECG) and blood 

pressure, are recorded and sent to a computer while the patient wears the wristwatch and pulse sensor gadget. 

Javaid and Sikdar[29] propose a blockchain architecture based on a block checkpoint mechanism and a 

dynamic proof-of-work consensus. The checkpoint establishes a distinct way to produce the next block hash 

in the blockchain. 

Rana et al.[30] examines the current developments of various BIoT architectures, paying special attention 

to the technology, applications, difficulties, and possibilities that have arisen in this field. The Chinese 

remainder theorem (CRT) based approach is suggested and compared to the secure hash algorithm (SHA-256) 

for use in encrypting and generating keys for elliptical curve cryptography (ECC). 

3. Proposed framework 

This section has introduced the proposed framework for ensuring the safety of IoT data transmissions. 

This framework involves assigning and exchanging credits to nodes based on their past history of data 

exchange within the network. These credits represent value within the IoT and can be used to reward nodes. 

In the first phase of proposed framework, all nodes are set up to be equally weighted contributors to the 

network so that routing may begin. At this stage, nodes receive the resources and TTL values they will use 

during the routing process. After the network has been set up, messages are sent between nodes using sender 

nodes and forwarded using relay nodes. Initiating the routing procedure also stimuli the agent node. An agent 

is a relay node that keeps track of how many bundle requests have been sent. It also keeps a database of each 

node’s trustworthiness. Our suggested approach uses a round-robin distribution method in which messages 

are sent from one agent node to another. Here, the agent gathers up all of the requests at once and then sends 

out the requests as a group to each of the other nodes. Nodes calculate the trustworthiness of the following 

node based on the messages they’ve forwarded to it. When nodes relay messages, this trust value is also 

modified. The Figure 2 illustrates how the proposed approach works, which begins with the deployment of 

nodes at random to start the routing process through the COAP routing protocol. In addition, a node 

designated as an agent is made active and tasked with determining the trustworthiness of each node in the 

network. If the source node’s packet id (S_packet) matches the destination node’s packet id (D_packet), then 

the node is trusted; otherwise, it is labelled as malicious. 

 

Figure 2. Proposed framework. 
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Mathematical model 

This section provides mathematical analysis of above-mentioned algorithm. Here trust value (tv) of 

each node (N) is calculated. The trust value is fetched on the basis of initialization of total number of packets 

at sender side (S_packet) in perspective of delivery of total number of packets at receiver side(R_packet) as 

depicted in Equation (1). 

𝑡𝑣 =
𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑

𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑
− 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒𝑑 (1) 

In this case, as shown in Equation (2), the estimated number of initialised packets (E_initialized) is a 

function of both the Preparation stage (T_preparation) and the used time (T_used). The sum of the 

Preparation and used times reveals the sum of messages that were started and maintained throughout the 

communication. 

𝐸𝑖𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒𝑑_𝑝 = 𝑇preparation × 𝑇𝑢𝑠𝑒𝑑  (2) 

The likelihood of a message being delivered successfully Using Equation (3), we can determine P(D). 

Specifically, think about the scenario where S is the event that a message is distributed and T is the 

occurrence that node is not malicious. To conclude, we employ Bayes’ Theorem to 

𝑃(𝐷) =
𝑃(𝑇)𝑃(𝑆/𝑇)

𝑃(𝑇/𝑆)
 (3) 

𝑃(𝑆/𝑇) = Checking with local tv to see how much a node is malicious. Here, we’ll assume the node is 

not malicious by giving 𝑃(𝑇/𝑆) as 1. The computed tv value is then written to the node’s buffer storage. 

Agent node performs tv verification to ensure the node can be trusted. 

4. Results 

The proposed framework has been simulated with Cooja simulator. The Cooja is based on C 

programming and it is open-source platform for simulation. Figure 3 depicts the simulation scenario of 

proposed framework. The Sky motes nodes are varied from 10 to 30 in the interval of 10 for performing 

simulation. Furthermore, the Table 1 depicts the parameters used for simulation in Cooja simulator. The 

nodes communicate using Constrained Application Protocol (COAP). It is a designed for use with 

constrained devices with low power and low-power, lossy networks like those found in the IoT applications. 

COAP is intended to provide a lightweight and efficient way for these devices to communicate with each 

other. 

Table 1. Simulation parameters. 

Simulation parameters Values 

Range 50 m 

OS Contiki 2.7 

Simulation duration 60 minutes 

Routing COAP 

Node Sky mote 

Topology Linear 



7 

 

Figure 3. Deployment of nodes. 

Figure 4 depicts the simulation scenario of the proposed framework when the number of nodes is 10. 

Whereas Figures 5 and 6 show the simulation of 20 and 30 nodes, here the blue line shows the actual 

message transmission, whereas the green circle shows the range of nodes. 

 

Figure 4. Data transmission during 10 nodes scenarios. 
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Figure 5. Data transmission during 20 nodes scenarios. 

 
Figure 6. Data transmission during 30 nodes scenario. 

Figure 7 depicts the energy consumption comparison of the proposed credit-based framework with the 

existing ECC-CRT approach. The purpose of the improvements implemented in this study is to improve the 

total efficiency of the system and make it last longer. Battery life is a key consideration for IoT nodes due to 

their dependence on constant power to function. Here, focus on the real energy consumption of the IoT and 

the millijoule scale that models the estimation approach for the energy consumption rate. In the proposed 

credit-based framework, the energy consumption rate is low compared to the existing approach because the 

proposed framework distributes credits in order to achieve a low message drop rate. As messages are 

successfully delivered to the destination node without any interruption by malware, the rate of energy 

consumption decreases. Furthermore, a packet delivery ratio (PDR) comparison is depicted in Figure 8. The 

PDR is used to measure the performance of a network in terms of successful delivery of messages from the 

perspective of the total number of messages it receives. In the proposed framework, the rate of PDR is high 

compared to the existing approach. 
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Figure 7. Power consumption comparison of proposed framework and existing approach. 

 
Figure 8. PDR comparison of proposed framework and existing approach. 

5. Conclusion 

The critical nature of most IoT resources makes them vulnerable to security breaches. To prevent 

network attacks, it is necessary to apply blockchain to the IoT network in order to achieve secure data 

transmission. This paper provides a secure framework that uses a credit-based method in which some credits 

or rewards are assigned to the node for the successful delivery of messages. This credit distribution method 

is really beneficial for fast and secure data exchange in the IoT. In the proposed framework, the malware is 

detected based on the past history of nodes by checking the number of messages it actually transferred in 

perspective of the total messages it received. The simulation of proposed framework has been performed 

using Cooja Simulator, and results depict that in proposed framework, the energy consumption is less and the 

rate of transaction cost is higher as compared to the existing technique. The healthcare and intelligent 

business sectors are two possible applications of our work. A potential next step for this research is to 

examine how well the proposed service model integrates with other IoT frameworks. The suggested method 

will be evaluated and refined in future work to ensure its applicability to the actual BIoT system. 
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