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ABSTRACT

Cyber-physical systems (CPSs) have been employed to seamlessly integrate numerous processes and physical
components with integrated computing facilities and data storage, aiming to achieve a heightened level of effectiveness
and efficiency across various qualitative and quantitative metrics, including technical and organizational aspects. The
increased use of the web and the prospering network through IoT (Internet of things) have given a critical open door to
CPS to prevail. While this innovation is as of now utilized in programmed pilot flying, advanced mechanics frameworks,
clinical checking, modern control frameworks, and so forth, the headway of these frameworks should understand
undeniable spotlight on making them proficient and secure. To work on the strength, reliability, and security of these
frameworks, specialists can integrate blockchain innovation which has an inbuilt mix of consensual calculations, secure
conventions, and circulated information capacity, with the CPS. This introduces an efficient deep learning approach based
on blockchain for medical cyber-physical systems (CPS), consisting primarily of two components: a) a blockchain based
security framework to protect the medical data and b) the extraction of quintessential features from these data to a
classifier for performing the anomaly scans using deep learning. The experimental evaluation demonstrates that the
suggested system outperforms existing models, achieving exceptional performance with an accuracy rate of 0.96 and a
sensitivity score of 0.95.
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In recent times, there has been a notable upswing in interest
surrounding cyber-physical systems (CPS), recognized as an
advanced paradigm. CPS entails the seamless integration of
processing and communication capabilities on a global scale.
Substantial support for fundamental research in this field comes from
the US National Science Foundation (NSF) and has garnered approval
from the US President’s Council of Advisors on Science and
Technology. The essence of cyber-physical systems (CPS) lies in the
amalgamation of sensing, computation, and networking. Noteworthy
technological advancements, such as wireless sensor networks (WSN),
medical sensors, and cloud computing (CC), have solidified CPS as a
valuable framework for various clinical applications, particularly
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within the domains of healthcare and home-based patient care. These innovations have the potential to
remotely monitor patients’ health status and provide enhanced treatment options. A comprehensive evaluation
has been conducted on clinical sensors, which are utilized to gather extremely sensitive patient data. Wireless
communication channels are utilized for transmitting this data, while wired sensors are incorporated to provide
versatility to healthcare providers and patients. The information recorded by these sensors is safely stored on
a server and is easily accessible to healthcare professionals ™.
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Figure 1. Medical cyber-physical system overview.

Due to advancements in wireless sensor network technology, cloud computing, and medical sensors,
cyber-physical systems (CPS), as depicted in Figure 1, have gained the capability to be applied in healthcare,
specifically for remote patient care and swift response to medical emergencies. A medical cyber-physical
system (MCPS) is the integration of a network that brings together medical equipment and cyber-physical
systems commonly found in essential healthcare facilities. Within the MCPS framework, important roles are
played by medical sensors, implantable devices, and wearable gadgets, which monitor a patient’s physiological
data efficiently. This data is then transmitted to healthcare providers for treatment 2. Wearable devices are
tasked with monitoring various health parameters for enhancing the patient’s quality of life. However, the
medical data collected by these sensors and transmitted through network connections like Bluetooth, ZigBee,
or Wi-Fi are susceptible to security risks, including data breaches, theft, tampering, as well as security breaches
like man-in-the-middle attacks, falsified data injection, and SQL injection®!. As MCPS generates a significant
amount of medical data in a short period, which is stored on cloud servers, stringent security measures become
essential. Existing literature has proposed numerous solutions to reinforce security and privacy, such as fog
computing ¥, mobile edge computing ©! and alternative strategies. Current MCPS implementations primarily
rely on cryptographic techniques to protect medical data . However, accessing this data through the cloud
presents challenges, including increased latency, limitations in network bandwidth, scalability difficulties, data
volume management, and the preservation of medical data confidentiality ",

The main motivation behind developing MCPS system is, it empowers healthcare professionals to
remotely oversee patients’ well-being and conduct medical procedures from a distance. MCPS plays an
important role in generating, sensing, analyzing, and transmitting extensive volumes of medical data. Given
the sensitive nature of medical information, stringent privacy measures must be upheld. However, real-world
situations bring their own set of challenges, as they reveal potential weaknesses in networks that may result in
unauthorized data access or the creation of counterfeit data, such as data exfiltration . As a result, a range of
crypblocktographic encryption techniques® have been implemented to protect this data, with attribute-based
encryption (ABE) and symmetric encryption (SE) being commonly utilized methods. In addition, recent
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research has integrated machine learning and statistical algorithms to enhance proactive security measures.
Nonetheless, a notable limitation of current models is their inability to adjust to the continually changing
landscape of cyberattacks, mainly due to their predetermined and predefined security protocols. To achieve
this adaptability, there’s a need to develop a cognitive, human-like behavioural framework capable of
recognizing emerging attack patterns and dynamically adjusting security policies.

We aim to illuminate the driving force behind our research, to emphasize the importance of safeguarding
confidential information within cyber-physical systems and to showcase the innovative potential of consortium
blockchain as a privacy solution. Our study holds promise in enhancing the security of CPS by providing
practical techniques to safeguard secrets against evolving cyber threats and ensuring the reliability of these
critical systems. Furthermore, this work has the potential to advance CPS security.

CPS secrets can be stored, shared, and accessed with the utmost security, restricted to authorized entities
only, due to the use of blockchain’s unchangeable and distributed ledger technology. This effectively reduces
the likelihood of data breaches and internal threats. The suggested privacy approach has the potential to
revolutionize the way CPSs manage confidential data by providing:

e  Enhanced security: A consortium blockchain addresses worries about data breaches and unauthorized
access by providing a secure and unchangeable platform for storing sensitive information.

e  Privacy preservation: The consortium blockchain’s emphasis on privacy ensures that confidential
information remains secure and can only be retrieved by authorized entities, thereby bolstering the
confidentiality of secrets within CPSs.

e Increased trust and accountability: The trustworthiness of blockchain technology is bolstered by its
transparent and verifiable characteristics, which empower participants to confirm and authenticate the
security of stored information.

e Interoperability and scalability: A consortium blockchain has the potential to enable smooth integration
and compatibility among various CPS components, thereby facilitating the effective sharing and
administration of confidential information. Moreover, its ability to expand makes certain that the system
can adapt to the increasing data demands of CPSs.

1.1. Cyber-Physical System: Blockchain

As processors have become increasingly ubiquitous in recent decades, there has been a transition from
primarily relying on paper-based records to the generation and management of digital versions on computers.
This evolution represents just one of the many digital challenges that processors have enabled. Although these
records are now generated and stored electronically, data entry still requires manual input. It can be argued
that human beings continue to be the primary source of data collection in these applications, especially in cases
like financial transactions, medical records, and insurance records. Nonetheless, the progression of 10T and the
evolution of sensor technologies over the recent years have led to sensors taking on a more significant role in
data collection for numerous organizations.

Cyber-physical systems, commonly known as these systems, amalgamate physical processes, software,
and data to create a cohesive system with the ability to perform design, analysis, and abstraction. This field
encompasses various disciplines and is fundamentally rooted in dynamic analysis.

Financial transactions on the blockchain have undergone comprehensive analysis and documentation. The
direct transfer of funds to authorized individuals has become possible due to technological advancements, all
without relying on a centralized authority!’%. By integrating smart contracts into the blockchain, the probability
of experiencing delays, disruptions, or external influences is significantly diminished. This system remains
invulnerable to breaches, guaranteeing comprehensive financial stability and upholding a clear and transparent
record of contract conditions. Moreover, online identity tracking and management become more convenient
when utilizing blockchain technology. Additionally, as discussed in by Mounir and Maleh™™!], blockchain serves
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as an economical notary system, preventing different types of fraud by generating unique certificates that are
easy to verify.

1.2. Key highlights

This research work aims to establish an efficient security system for mobile payment and communication
systems (MPCS) by using deep learning and blockchain technology. The following objectives were pursued:
o  Development of effective blockchain and deep learning integrated system for medical CPS.

e Improve the security of the medical side with advanced blockchain techniques i.e., smart contract.

e With the inbuilt high cryptic analysis, each medical record is been covered from outside potential attacks.

e With the novelty, the usage of a deep learning classifier which is LSTM (long short-term memory), has
the capability to give a secure layer and is also possible to detect anomalies with a stack of Recurrent

Neural Networks (RNNs).

o  Experimental results indicate that the suggested system surpasses existing state-of-the-art models.

Organization of the paper: In our earlier discussion, section 1 discussed the connection between
blockchain and medical cyber-physical systems (CPS). Section 2 provides a summary of existing research,
section 3 delineates the methodology employed, section 4 presents a performance analysis, and section 5 serves
as the conclusion of the paper.

2. Literature review

Al-Ghuraybi et al.*? investigate the integration of blockchain technology, physical unclonable function
(PUF), and machine learning within the domain of cyber-physical systems (CPS). Their primary objective is
to enhance the performance and security aspects of CPS, particularly in thwarting external threats. The study
provides a comprehensive examination of recent research findings that highlight the efficacy of blockchain in
improving CPS performance while maintaining robust security measures. Additionally, the paper discusses the
synergistic use of blockchain and machine learning methods to strengthen CPS security. Furthermore, it
assesses the potential of combining blockchain with physically unclonable functions to significantly enhance
the effectiveness of physical device authentication.

In Kanagala’s *¥ study, they proposed an efficient cybersecurity system for safeguarding optical data in
healthcare applications by employing a deep learning approach within the framework of cyber-physical
systems (CPS). This approach was designed to process loT-generated data while enhancing data security. By
utilizing a deep learning model, an algorithm was employed to handle and convert raw 10T data into actionable
knowledge. Furthermore, this system employs a policy-based access control mechanism to secure the data
against potential attacks such as denial of service (DoS) and distributed denial-of-service (DDoS). Through
performance analysis, this approach is shown to facilitate effective data classification and ensure the reliability
of data storage. It also provides real-time protection against DoS and DDoS attacks on 10T data within the
realm of cyber-physical systems.

Alzahrani et al.l**! embarked on a comprehensive three-year research endeavor. Their study, titled
“Leveraging machine learning for enhanced wireless medical cyber-physical systems (EWMCPS),” introduces
a novel framework encompassing multiple components and subsystems. The authors painstakingly crafted the
blueprint for this EWMCPS architecture, which they illustrate through a scenario exemplifying its practical
applications in the medical domain. In the realm of healthcare, cyber-physical systems play an important role
in ensuring the security of critically important health data. They possess a high level of contextual awareness
and are essential for protecting vital life-related information from potential data breaches and cyber threats.
The field of medical cyber-physical systems research faces several pressing challenges, including issues related
to reliability, confidence, security, and transparency. To confront these formidable challenges, the authors
advocate for the adoption of an improved wireless medical cyber-physical system (EWMCPS) grounded in the
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principles of machine learning. Given the array of devices seamlessly integrated into these systems, including
mobile devices and body sensor nodes, they become susceptible to various types of cyber-attacks. As a result,
it is important to establish resilient security measures within this environment by using deep neural networks
for the detection and categorization of attacks.

Akbarfam et al.™® introduced DLACB, an innovative solution for decentralized access control. DLACB,
an acronym denoting deep learning-based access control using blockchain, harnesses the capabilities of
blockchain technology to provide transparency, traceability, and dependability across multiple domains like
healthcare, finance, and government. It harnesses deep learning’s capabilities to obviate the necessity for
predefined access control policies, ultimately automating the entire process. By seamlessly integrating
blockchain and deep learning, DLACB introduces a flexible framework that can be applied to diverse domains,
ensuring the transparent and trustworthy recording of all transactions. With every piece of data stored on the
blockchain, it becomes feasible to detect and pinpoint malicious activities. To accelerate the detection
procedure, a storage system keeps a record of malevolent actions and employs a verification algorithm to check
them against the blockchain. Additionally, the authors perform evaluations and comparisons of the processing
time between the smart contracts in the access control system they’ve implemented, contrasting it with
conventional access control techniques while evaluating the resultant time-related performance impact.

Vignesh Saravanan et al.[*®! explain about several key aspects. They examine the characteristics of cyber-
physical systems (CPS), conduct an analysis of the current state of CPS, identify security threats that CPS face,
and propose solutions to mitigate these threats. Furthermore, their work includes discussions on the utilization
of blockchain techniques to bolster the security mechanisms in CPS. The fusion of blockchain technology and
cyber-physical systems holds the promise of transforming operations in various sectors. Specifically,
blockchain enables the transfer of data or information to private blockchain ledgers, which can be incorporated
into shared transactions, ultimately bolstering the efficacy of security applications through improved
generalization capabilities.

Ali et al.l'™ presented a novel healthcare system framework that harnesses blockchain technology to
enhance scalability and security. This innovative system utilizes hybrid deep learning models and operates
based on a permissions-oriented approach. The main objective of this framework is to restrict unauthorized
access and changes to confidential health information, ensuring the privacy of patients, while also promoting
the easy exchange of data and collaboration among healthcare professionals. Furthermore, the incorporation
of hybrid deep learning models enables real-time analysis of extensive healthcare data, which supports prompt
diagnoses, treatment suggestions, and disease predictions. The combination of blockchain technology and
hybrid deep learning provides several advantages, including increased scalability, enhanced security measures,
improved compatibility, and more informed decision-making in healthcare systems. Nevertheless, the
successful implementation of this approach requires addressing challenges like computational complexity,
adherence to regulatory standards, and ethical considerations.

Chakraborty et al.® introduced a specialized cybersecurity detection system tailored for the healthcare
sector. This system utilizes a combination of centralized and federated transfer learning techniques to enhance
the efficiency of data transmission between healthcare domains and the cloud. The facilitator of this process is
the edge of things (EoT) framework they have introduced. Their approach centers around the centralized with
multi-source transfer learning (CMTL) algorithm, meticulously designed to identify and categorize a broad
spectrum of security threats, including activities like information gathering, DoS/DDoS attacks, malware
intrusions, injection attacks, and man in middle attacks. The authors assessed the framework’s performance by
conducting evaluations with a variety of datasets, including EMNIST (extended modified national institute of
standards and technology database), X-110TID, and federated TON_loT. Their findings demonstrated that their
framework outperforms other algorithms in terms of speed of execution, all the while maintaining a high level
of accuracy.



Myrzashova et al.l**) presented a paper titled “Blockchain integration with federated learning in healthcare:
An in-depth examination of advantages and constraints”. They conducted a content analysis to investigate the
advantages and drawbacks of merging these two technologies. The authors highlight three primary research
domains that have been systematically identified through an examination of the application of blockchain
technology in (i) the Internet of medical things (IoMT), (ii) the administration of electronic health records
(EHR) and electronic medical records (EMR), and (iii) the secure notification systems employed in digital
healthcare systems with internal consortia. Additionally, they introduced a novel conceptual framework for
implementing Federated Learning using blockchain in the context of digital healthcare. To conclude, the paper
sheds light on the challenges and future trajectories for the amalgamation of blockchain and Federated
Learning within the realm of healthcare applications.

3. Proposed methodology

Blockchain-based platform to assess patient health condition, emphasizing simultaneous implementation
and Al in healthcare networks, as well as the suggested methodology. The suggested method has been assessed,
as well as simulated, healthcare systems. It analyzes the patient’s overall condition, diagnosis, and recovery
system and looks into the pertinent surgical interventions by simultaneous operations and clinical decision-
making computational studies to assess the quality of care for patients and the feasibility of diagnosis.

Medical CPS
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Figure 2. Our proposed network.

Blockchain is a relatively new and rising technology with creative uses in its effective application to the
healthcare industry. Efficient and seamless data transfer and exchange across all of the major players in the
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network and healthcare providers helps to develop affordable and advanced treatments for a wide range of
illnesses. This will spur the healthcare industry’s expansion in the upcoming years. The benefits of blockchain
technology for the healthcare sector are demonstrated by the recently disclosed prospects it provides the
logistics sector. This is one of the first areas where digital transformation innovates and improves since it
immediately impacts living quality. Blockchain technology is also becoming more widely used, mostly in the
financial industry. Here, Figure 2 depicts the configuration of the system being proposed, and further
elaboration on each phase will be presented in the following sections.

3.1. Blockchain modules

The medical cyber-physical system (MCPS) comprises several essential components, including a medical
sensor, an loT gateway, a decision support system, and an actuator 2%, Within the MCPS, devices are
categorized into two distinct groups based on their specific roles: monitoring or sensing devices, which gather
patient data and monitor vital signs like heart rate and oxygen levels, and transportation devices, such as
infusion pumps, ventilators, and pacemakers, which deliver treatments to modify the patient’s physiological
condition P, Figure 2 illustrates the architectural diagram of the MCPS, and below, you’ll find a
comprehensive explanation of each entity within the MCPS.

e  Central server: Within this module, the server logs in by utilizing a valid username and password. Once
the login is successful, various operations become accessible, including authorizing doctors, authorizing
sensor patients, generating clinical reports, viewing patient details, processing access control requests,
handling encryption key requests, monitoring key transactions, and viewing results presented in a chart
format.

e View and authorize users: Within this module, administrators have the ability to access a roster of
registered users. This functionality enables administrators to review and manage user details, including
their usernames, email addresses, and physical addresses, while also granting or revoking user
authorizations.

e  Sensor patient: In this module, there are several patient sensors, and it is essential for the owner to undergo
a registration procedure before gaining access to any features. After a patient’s registration is successfully
completed, their information is safely stored in the database. Subsequently, the owner must log in using
their authorized username and password. Once logged in, the owner gains access to a variety of functions,
including the ability to view profiles, input patient data, retrieve patient records, monitor authorization
requests, and review clinical reports.

e Doctor: In this module, you’ll find several patient sensors. To use any of its features, the owner must first
go through a registration process. Upon completing the patient registration process, the information is
recorded in the database. Subsequently, the owner is required to log in using a valid username and
password. After successfully logging in, they gain access to a range of functions, such as viewing profiles,
inputting patient information, retrieving patient records, reviewing critical requests, and examining
clinical reports, among other tasks.

e  Decision support system (DDS): The DSS is tasked with scrutinizing the gathered data, leading to the
creation of alerts for medical emergencies and the transmission of directives to the actuator.

Transporting device or actuator:

The actuator holds a crucial position in carrying out the instructions given by the decision support system
in the intelligent medical device, enabling the provision of healthcare services through equipment like dialysis
machines, infusion pumps, oxygen concentrators, and similar devices.

The integrity, security, and traceability of transactions within the network are assured by the permissioned
blockchain module 22, In a permissioned AP2chain, data is shared only following a rigorous authentication
procedure. Within this framework, two essential components exist: the cluster head and the data accessor. The
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operational model is dependent on two separate operational modules, specifically the electronic health record
(EHR) generation and storage unit, as well as the EHR access unit.

3.2. Operation block: Cluster head

An EHR is created by gathering patient data and securely recording it on a blockchain %!, To facilitate
data storage, the process involves choosing a cluster head, and the role and responsibilities of this cluster head
are elaborated upon below:

Cluster head selection: The designated leader within this permissioned blockchain acts as the overseer,
responsible for overseeing all transaction executions. The process of selecting the cluster head in this
permissioned blockchain involves transaction mining within the network*. Unlike the bitcoin network, where
cluster head selection differs, in this case, the miner of the block takes on the role of the cluster head. Their
responsibilities include managing all transactions and keeping the ledger, which is divided into two categories:
one for successful transactions and another for unsuccessful ones. In this context, a successful transaction
refers to a genuine exchange between valid participants. Participants are rewarded for successful transactions
while incurring penalties for unsuccessful ones. In the reward system, a miner earns one point for every
successful transaction while losing one point for each unsuccessful one. This mechanism safeguards the
trustworthiness and operational effectiveness of the permissioned blockchain.

function data_for_mining() public
onlySender{
require((trt-trs==5 & & tem=—tsm & &

] i ] i tem==0), “Not vet™);
function addClusterHead(address bem, uint pin) public

uint s=trs;
onlyCollector{ uint e=trt-
require(! Is BCM[bem],"ID EXIT™); for(uint i=s:i<ie,:i++){
BCM storage details=BemDetails [pin][bem]; actio;:lsw-rage

details id=ncm d=transaction Collection[i];

details. state=pin; transaction memory dl=forMine[1];

1sBCM[bem]=true; d1 report=d report;
total BCM++; dlid=d.id-
¥ tem-++;
¥
tri=0;
Al e A2

Figure 3. Cluster head selection process.

Functions linked to the proposed framework: Within this framework proposal, several functions are
connected to the Algorithm 1. The following section elaborates on the description of these functions.

* addCluster Head(): In Figure 3, block Al provides a detailed explanation of how the cluster head
selection process works in the proposed scheme. This selection method is based on the location, where
the nodes are asked to provide certain parameters like their ID and address pin. Following this, the cluster
head is determined by a consensus reached among the majority of participating nodes.

» data for mining(): Figure 3’s block A2 provides an explanation of how blocks are added and validated
within the proposed scheme.

» addNewpPatient(): The purpose of this function is to integrate a new patient into the blockchain network
by collecting a range of information from the patient, including their name, Aadhar details, and postal
code. Subsequently, the cluster head will authenticate this information and incorporate the patient into the
blockchain network.



* addHospitals(): The main goal of this function is to integrate newly established hospitals into the
blockchain. To achieve this, it will seek essential information about the hospital, such as its name and the
corresponding PIN code. Following that, a cluster leader will assess and then integrate this information
into the blockchain network.

Algorithm 1 Selection head

Input for the procedure includes: Consensus, Patient Data (PD), Hospital Data (HD), and Doctor Data (DD)
Output: Identifying a cluster head for the blockchain network

Algorithm

1. Begin

2. While iterating from i to n,
2.1 Mine(Block)

2.2 Collect patient data (DataP)
2.3 Collect hospital data (DataH)
2.4 Collect doctor data (DataD)
2.5 Execute Consensus

2.6 Mine the block

2.7 Add data to the blockchain
3. End the loop

4. End the procedure

3.3. Accessing block

Within this section, an electronic health record (EHR) is created, and a medical data access system will
be established. The data access system will initiate requests for data retrieval, and authentication will be
conducted before sharing the data with the access system %1, A comprehensive description of this section is
provided below as Algorithm 2.

Algorithm 2 Registration of healthcare

Input: Hospital Data (HD), Patient Data (PD), Doctor Data (DD))
Output: Registration ID (R id) and password (R pw) for hospitals, patients, and doctors
1. Begin
2. While true
2.1 Execute function add(new registration(N R))
2.2 Perform Add()
2.3 Provide (HD, PD, DD)
2.4 Verify (HD, PD, DD)
2.5 Execute Verify()
2.6 The cluster head will verify
2.7 If verification is successful
2.7.1 Then add()
2.8 Else remove
End if
End function
End the loop
Provide (Registration 1D, Password)
End the process

No o ko

Data accessor: A data user, such as a hospital, patient, or doctor, seeks to obtain information from the
blockchain. To access data within this blockchain network, certain rules have been established. Integration
into this blockchain network necessitates that data users undergo verification by the cluster leader. The
verification procedure hinges on the identification and password provided by the cluster leader for new
participants in the network®. Once authentication is successfully completed, the data will be made accessible
to the data user. A detailed explanation for this process is explained in Algorithm 3.



Algorithm 3 Accessing block

Input: Login ID, Password
Output: Released data
Algorithm
1. Start
2. While iterating from i to n
2.1 Send a request to Cluster Head (ID, Password)
2.2 Execute function validate(verification)
2.3 Execute function Verify(ID, Password)
2.4 If it equals the data supplied by the Cluster Head
2.5 Ifyes
251 Success
2.6 Else rejected
End if
End function
End function
End while

I

3.4. Smart contract: Blockchain

We utilize Ethereum’s smart contracts to establish intelligent renditions of existing medical records,
which are distributed across individual network nodes®”). These contracts are crafted to incorporate
information concerning record ownership, access authorizations, and data integrity. In our system, blockchain
transactions carry instructions that are cryptographically signed to facilitate the management of these attributes.
The state-transition functions of the contracts ensure that policies are enforced exclusively through legitimate
transactions, preserving the integrity of the data. These rules can be customized to uphold a broad spectrum of
regulations related to specific medical records, as long as they can be represented computationally. For instance,
one such regulation might require separate consent transactions from both patients and healthcare professionals
before granting third-party viewing access. We’ve developed a system that utilizes blockchain smart contracts
to oversee intricate healthcare workflows. These smart contracts are customized for various medical processes
and are responsible for governing data access permissions among different entities within the healthcare
ecosystem 28],

Doctor . O Cansultant
Qs

4

Ethereum
Blockchain

@ ¢

.
O [
=

Figure 4. Smart contract: Blockchain for MCPS.

A blockchain-based smart contract has the capacity to be structured to cover a wide range of scenarios,
including the management of diverse permissions and data access, as depicted in Figure 4. It is evident that
multiple stakeholders participate in this framework, each engaged in distinct activities. This innovation will
enhance the interaction between healthcare professionals and patients. The smart contracts contain rules for
authorizing data access and enable the comprehensive tracking of activities through unique identifiers,
spanning from their initiation to conclusion®. Multiple scenarios have been devised and elucidated,
seamlessly integrating all pertinent functions and processes into smart contracts. This eradicates the necessity
for a central overseeing entity to monitor and approve operations, resulting in a significant reduction in
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administrative costs. Medical record data is stored in a local database to guarantee effective performance and
cost-effectiveness, with the data’s hash serving as an essential component in the blockchain’s committed block.

The procedure entails the utilization of an individual’s private key, whether they are a patient or a doctor,
to sign data transactions. In the system, the content of each block is employed to indicate data ownership and
shared viewing authorizations within a peer-to-peer private network”. Utilizing blockchain technology, we
harness smart contracts that enable the automation and monitoring of specific state transitions, including
changes in viewing rights or the creation of new system records. To ensure the integrity of patient-provider
relationships, we utilize smart contracts on the Ethereum blockchain, connecting medical records with viewing
permissions and data retrieval instructions, effectively serving as benchmarks for execution on external servers.
To thwart unauthorized alterations, a cryptographic hash of the record is appended to the blockchain. Both
providers and patients can engage with the system. Providers have the ability to append new records for
particular patients, whereas patients can grant access for sharing their records with providers. In both scenarios,
automated notifications are sent to the recipient of the new information, allowing them to review the proposed
record before accepting or declining it. This process guarantees that all parties involved are well-informed and
actively participate in the management of their records. The system’s focus on user-friendliness is further
emphasized by the inclusion of a dedicated contract that consolidates references to all of a user’s patient-
provider relationships. This acts as a central hub for checking updates to their medical history. To handle
identity verification, we employ public key cryptography and a Domain Name System (DNS)-like approach
to map widely accepted forms of identification, such as names or social security numbers, to the user’s
Ethereum address Y. The procedure involves cross-referencing the blockchain with our database
authentication server to confirm permissions and a synchronization algorithm is responsible for managing the
exchange of “off-chain” data between a patient database and a provider database.

3.5. Deep learning: Bi-LSTM

We employ LSTM models for the purpose of forecasting future values based on historical data®?. LSTMs
use the notion of gates to simplify and efficiently perform calculations for both long term memory (LTM) and
short-term memory (STM).

e  Forget gate: When an LTM enters this mode, useless data is forgotten.

e Learn gate: STM and event (current input) are combined so that the current input can use the essential
knowledge that we have recently acquired via STM.

e Remember gate: This serves as an updated LTM by combining STM and event data with LTM
information that we haven’t forgotten.

e  Utilize gate: This gate functions as an updated STM by predicting the output of the current event using

LTM, STM, and event.

Breaking down the architecture of LSTM:

1) Learn gate: Takes event (E;) and previous short-term memory (STM.;) as input and keeps only relevant
information for prediction.

e  Previous short-term memory STM.; and current event vector E; are joined together [STM.1, E{] and
multiplied with the weight matrix W, having some bias which is then passed to tanh (hyperbolic
tangent) function to introduce non-linearity to it, and finally creates a matrix N:.

e For ignoring insignificant information, we calculate one Ignore Factor it, for which we join short
term memory STM.; and current event vector E; and multiply with weight matrix Wi and passed
through sigmoid activation function with some bias.

e Learn matrix N; and ignore factor it is multiplied together to produce learn gate result.

2) The forget gate: Takes previous long-term memory (LTM:) as input and decides on which information
should be kept and which to forget.
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3)

4)

Previous short-term memory STM;-; and current event vector E; are joined together [STM-, E¢] and
multiplied with the weight matrix W and passed through the Sigmoid activation function with some
bias to form forget factor f:.

Forget factor f; is then multiplied with the previous long-term memory (LTM;) to produce forget
gate output.

The remember gate: Combine previous short-term memory (STM:;) and current event (E:) to produce
output.

The output of forget gate and learn gate are added together to produce an output of remember gate
which would be LTM for the next cell.

The use gate: Combine important information from previous long-term memory and previous short-term
memory to create STM for next and cell and produce output for the current event.

Previous long-term memory (LTM-) is passed through Tangent activation function with some bias
to produce Us.

Previous short-term memory (STM:,) and current event (E;)are joined together and passed through
sigmoid activation function with some bias to produce V.

Output U; and V: are then multiplied together to produce the output of the use gate which also works
as STM for the next cell.

As depicted in Figure 5, a time window of past data can be represented as Wpast = (St, St + 1, ..., St +
k), where St represents a sensor reading at time t, and the time window has a size of k. Subsequently, this
sequence is utilized to predict a future time-window sequence Wfuture = St + k+ 1,5t + k+ 1,St + k +
2,...,St + k + m, with the time window size being m. In this particular experiment, we are forecasting a single
future value, namely Wfuture = St + k + 1, where m = 1. The value of k is set to 60. A step (or distance) can
be defined between Wpast and Wpast + 1. If the starting point of Wpast is St, the starting point of Wpast + 1 is
St + step. We have set the step to be 1. As demonstrated in Figure 5, for the neural model, we employ a single
LSTM layer and a dense layer to construct a basic model. We can fine-tune the LSTM layer’s unit count to
enhance its performance. The units in the dense layer are set to match the size of the Wfuture window (i.e., m).
The model is designed to predict values within the future time window W" future.
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Figure 5. LSTM unit schema representation.

Anomaly scores:

We use prediction errors to determine anomaly scores, with a focus on having the model calculate and
reduce the mean squared error (MSE) between the observed Wfuture and the predicted W" f uture. During the
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training phase, the model acquires knowledge about the characteristics of normal data. In the testing phase,
anomalies are identified when prediction errors exceed a predefined threshold. To build and validate the model,
we employ 80% of the dataset for training and allocate 20% for validation.

Detection process:

The neural model’s hyperparameters encompass factors such as the number of layers, batch size, epochs,
learning rate, and the units within each layer, including LSTM and Dense layers. These hyperparameters are
contingent on the specific learning task and the data’s characteristics. Researchers must experimentally
determine the most effective hyperparameter combinations. In our case, we established the batch size at 100,
the learning rate at 0.001, and set the LSTM units to 30, as shown in Figure 6.
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Figure 6. Sliding window showcase of LSTM unit.

4. Performance analysis

The proposed approach has been implemented on a range of hardware resources, including the GTX NV
graphics card, a 1 TB hard drive, and the Windows 10 operating system. The software components employed
in this implementation consist of Python, an open-source library for creating machine learning frameworks,
and Google Colab, an open-source environment for constructing machine learning and deep learning models.
The experimental analysis involves evaluating various metrics, including accuracy, sensitivity, specificity,
precision, recall, F1-score, detection rate, true positive rate (TPR), false positive rate (FPR), throughput,
security, and complexity. Table 1 presents a comparative analysis between the proposed system, known as
SLSTM-MCPS, and other cutting-edge models labelled as “L”. SLSTM-MCPS outperforms other models with
its models being trained and tested, which takes advantage of its intricate structure (Figure 7).

Table 1. Comparison analysis of accuracy, sensitivity, specificity.

Models Accuracy Sensitivity Specificity
L1 76 85 88
L2 84 87 89
L3 86 81 86
L4 83 79 80
L5 88 92 89
SLSTM-MCPS 96 97 97
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Figure 7. Models vs. accuracy, sensitivity, specificity.

Table 2. Comparison analysis of precision, recall, F1-score.

Models Precision Recall F1-score
L1 72 7 83
L2 76 82 82
L3 83 84 85
L4 85 84 86
L5 81 86 89
SLSTM-MCPS 86 90 92

Table 2 illustrates a contrast in precision, recall, and F1-score among different models, underscoring the
exceptional performance of the suggested system. This superiority can be attributed to the effectiveness of the
deep learning model LSTM, which was implemented on a series of RNN layers. By multiple stacks of RNN,
the complex structure will try to learn each parameter which is coming from a smart contract and able to
process each unit and thereby efficacy of the classifier increased than expected (Figure 8).

@ Precision 4 Recall i} F1-score
Figure 8. Models vs. precision, recall, F1-score.

Table 3 shows the comparison analysis of the proposed system over detection rate, true positive rate
(TPR), and false positive rate (FPR). The proposed system outperforms as it overcomes the issue of usage of
less complex blockchain systems and is able to train the classifier with its own capabilities. The system was
able to train under greater parameters and also with quality processed inputs (Figure 9).
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Table 3. Comparison analysis: Detection rate, TPR, FPR.

Models Detection rate TPR FPR
L1 75 7 23
L2 72 75 25
L3 82 86 14
L4 85 82 18
L5 88 87 13
SLSTM-MCPS 94 90 10
100
e

L1 L2 L3 L4 .5 SLSTM-MCPS

@ Detectionrate - TPR il FPR
Figure 9. Models vs. detection rate, TPR, FPR.

Table 4. Models vs. throughput, security, complexity.

Models Throughput Security Complexity
L1 X
L2
L3
L4
L5

S X S X X X
S X X X S
S X X X X X

SLSTM-MCPS

Table 4 shows the overall system improvement in giving a finalized better performance which is mainly
security. It’s clearly understood that other state-of-the-art models have fewer checks compared to our proposed
model.

In the last, we found interesting research done by Meghna et al.B* and Tyagi et al. ®* in their research
articles regarding blockchain and its integration/ use in several sectors in today’s scenarios.

5. Conclusion

In summary, the fusion of deep learning with smart contract-based blockchain technology has marked a
significant breakthrough in the domain of medical cyber-physical systems (CPS). This innovative approach
not only achieved an outstanding 96% accuracy rate in medical data analysis but also enhanced the security of
these systems to unprecedented levels. By merging the data processing and analysis capabilities of deep
learning with the inherent security attributes of blockchain, we have laid the groundwork for a more resilient,
efficient, and trustworthy ecosystem for medical CPS. The promising outcomes of this research hold immense
potential for reshaping healthcare, ensuring the privacy and authenticity of patient information, and ultimately
enhancing patient outcomes. As we continue to refine and expand upon this integration, the future of medical
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CPS appears brighter than ever.

Blockchain technology has the potential to revolutionize the field of medical cyber-physical systems,
providing a secure, transparent, and efficient framework for managing healthcare data and devices. Looking
ahead, the incorporation of blockchain technology into medical cyber-physical systems holds the potential to
tackle vital healthcare challenges, including issues related to data security, interoperability, and the provision
of patient-centred care. One of the primary benefits of blockchain in medical cyber-physical systems is data
security. Medical data, including patient records, diagnostic information, and treatment plans, are highly
sensitive and need to be protected from unauthorized access and tampering. Blockchain’s decentralized and
immutable ledger ensures that once data is recorded, it cannot be altered without consensus from the network.
This guarantees the integrity and confidentiality of healthcare information, reducing the risk of data breaches
and ensuring patients’ privacy.

Moreover, blockchain enhances interoperability, a longstanding issue in healthcare. Different medical
devices and systems often use incompatible data formats and protocols, making it challenging to exchange
information seamlessly. Blockchain’s standardized data structure and smart contracts can facilitate the
interoperability of medical devices and systems, streamlining communication between various components of
the healthcare ecosystem. Blockchain’s patient-centric approach is another important aspect of its potential in
medical cyber-physical systems. Patients can have greater control over their health data, deciding who can
access it and for what purpose. This empowers individuals to actively participate in their healthcare decisions
and research collaborations, fostering a more patient-centric and transparent healthcare system. In addition,
blockchain can streamline the supply chain management of pharmaceuticals and medical devices, reducing
counterfeit drugs and ensuring the authenticity and quality of products. This can save lives and resources by
preventing the distribution of substandard or fake medications.
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