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ABSTRACT 

In the context of current epidemic diseases, this study developed a web application, which can monitor the use of 

protective masks in public environments. Using the Flask framework in Python language, the application has a control 

panel to help visualize the obtained data. In the detection process, Haar Cascade algorithm is used to classify faces with 

and without protective masks. Therefore, the web applications are lightweight, allowing the detection and storage of 

images captured in the cloud and thte possibility of further data analysis. The classifier presents precision, reversal and f-

score of 63%, 93% and 75%, respectively. Although the accuracy is satisfactory, new experiments will be carried out to 

explore new computer vision technologies, such as the use of deep learning. 
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1. Introduction

At the end of 2019, Wuhan recorded the first undetected disease

case in the world. Affected people presented cough, sneezing, fever, and 

the worst case is severe pneumonia, leading to acute respiratory failure[1].

The patient’s clinical condition deteriorated rapidly and the intensive 

care unit was required to make efforts to restore health. In just a few 

days, Wuhan has become the main epicenter of the new virus, and the 

world continues to strive to control the epidemic, such as building hos-

pitals in a record time and strictly implementing social distance 

measures. An example of these measures is , which aims to limit per-

sonal contact with infected individuals, which is necessary for infectious 

diseases without vaccines or treatment. Therefore, Wuhan was isolated 

to curb the spread of the virus.  

The new virus was named SARS-CoV-2. It has been identified as 

part of the coronavirus family, the pathogen of COVID-19, a new dis-

ease. The spread of this disease around the world has led to a public 

health emergency of international significance, which is described by 

WHO as an epidemic. Due to the high transmission rate of the virus, 

isolation measures need to be taken; It occurs from one person to an-

other by touching, dripping saliva, sneezing, coughing, phlegm, contam-

inated objects or surfaces. According to the World Health Organization 

(WHO), basic personal hygiene care can reduce the transmission of the 

virus, such as hand hygiene with alcohol and gel, and the use of personal 

protective equipment, such as surgical masks (N95) or handmade masks.

https://en.wikipedia.org/wiki/S%C3%A3o_Paulo_State
https://en.wikipedia.org/wiki/Brazil
mailto:Yeah.%20junior@aluno.ifsp.edu.br
mailto:thiagohomem@ifsp.edu.br
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Studies have shown that masks can block 95.15% to 

99.98% of aerosols[2]. 

In addition, the mortality rate of COVID-19 is 

about 3.4%, which is 9.6% and 34.3% respectively 

compared with other coronaviruses such as SARS 

and SRM[3]. In some cases, the clinical development 

of the virus requires the use of ventilator supported 

intensive care units (ICU). Due to the speed of dis-

ease transmission, some countries face difficulties in 

meeting the demand for these devices and avoiding 

as many deaths as possible. Therefore, social isola-

tion and personal protection measures have been es-

sential to reduce the number of infections and avoid 

overburdening the health system. Countries that 

postponed such measures, such as Italy and Spain, 

faced the problem of hospital overcrowding, result-

ing in thousands of cases and deaths due to the lack 

of beds, and finally have to decide who would re-

ceive appropriate care and who would not. 

In Brazil, the first action taken to curb the 

spread of the disease was implemented at the airports 

to prevent the entry of people with specific symp-

toms of the disease, such as cough, fever, runny nose, 

sore throat, respiratory distress, loss of smell (anos-

mia), taste disturbance (ageustia), gastrointestinal 

diseases (nausea, vomiting, diarrhoea), tiredness (as-

thenia), decreased appetite (hyperoxia) and dysp-

noea (shortness of breath). However, the entry of the 

virus is inevitable, because at some stage of the dis-

ease, the infected person is asymptomatic. 

Due to population density and human traffick-

ing, the state of São Paulo has become the epiccenter 

in the country. The city has the busiest airport in 

South America, providing air bridges for various 

flights. After confirming the first batch of COVID-

19 cases, the state announced quarantine. Educa-

tional institutions and non-core activities have been 

prevented from continuing to operate and are not ex-

pected to reopen. 

The largest city in the state of São Paulo, ac-

cording to Decree 59396[4], everyone must wear 

masks in public places, shops and public transport, 

otherwise they will be fined. Masks have become an 

essential element for São Paulo residents to move 

around the city in an emergency. Because even with 

the efforts of the government of São Paulo, the pop-

ulation segregation rate is very low; in the period 

from April to May 2020, this proportion is between 

46% and 59%[5], ideally 70%. 

Data to measure quarantine compliance are col-

lected through a system that maps population mobil-

ity indices, known as the intelligent monitoring sys-

tem of Sao Paulo[5]. The system is established 

through public-private partnership and involves na-

tional mobile operators. Although SIMI-SP is effec-

tive in identifying aggregates and measuring isola-

tion rates, it does not monitor public behavior when 

crossing public places, such as the use of protective 

masks. 

In order to complement the actions of SIMI-SP, 

it is necessary to develop a monitoring system to de-

termine whether individuals use personal protective 

equipment in public places where people circulate. 

Action of this nature is necessary until an effective 

drug or vaccine COVID-19 is found. 

The use of artificial intelligence (AI) can mon-

itor the behavior of people in transit during a pan-

demic. According to Pontes[6], AI is a computing 

field aimed at stimulating problem-solving and deci-

sion-making capabilities. According to Backes and 

Junior[7], their sub field “computer vision is a re-

search field that attempts to transfer amazing visual 

ability to machines”, because computers interpret 

data differently from humans. Artificial vision fo-

cuses on [...] Capture and enhance the image (for ex-

ample, eliminate noise, increase contrast, etc.), sepa-

rate the region or object of interest from the scene, 

extract various information such as shape, color and 

texture from the analyzed image, and finally associ-

ate the image with other previous views. 

An improved monitoring method of artificial 

intelligence is facial recognition. It is used in many 

fields, from the most aesthetic — for example, to im-

prove photos using the face as the main element in 

applications such as Instagram. — to other areas 

such as agriculture and police skills[8]. Face recogni-

tion can be used to monitor a large number of people 

at the same time, highlight their faces, and use algo-

rithms to convert these images into data that can be 

understood by computer systems. 
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1.1 Ask questions 

Due to the high infectivity of SARS-CoV-2, the 

use of protective masks is mandatory in several 

countries as an effective and low-cost alternative to 

curb the spread of the virus, because it protects the 

individuals who use it and the people around them. 

According to the study, even in the case of reduced 

cases, wearing masks and other measures, such as 

social distance, may continue until 2022[9]. Therefore, 

autonomous social monitoring solutions are needed 

to promote the recovery of economic and social ac-

tivities by ensuring that measures continue to be 

taken during and after the most critical period of the 

pandemic. 

Thus, the main purpose of this study is to de-

velop a composite solution to monitor the use of pro-

tective masks in public and private environments 

from the images taken by the camera by using AI and 

computer vision technology. To that end, the follow-

ing specific objectives are proposed: 1) Using artifi-

cial vision and AI algorithm to build a face detection 

system; 2) Develop a database to store the obtained 

data; 3) create a dashboard to monitor the system 

data. 

2. Feasibility study

This section describes initiatives and studies re-

lated to the proposed project. A computational solu-

tion is proposed to minimize the pan demia impact 

of COVID-19. 

2.1 Related work 

Even without face detection technology, it is 

worth monitoring SIMI-SP[10] monitoring system 

currently used by the state government of São Paulo. 

The system produces a map of urban agglomerations 

and can monitor the rate of social isolation in urban 

centers and places most conducive to the spread of 

new cases. It was created by a public-private partner-

ship involving mobile operators. However, this solu-

tion cannot determine whether a person is using per-

sonal protective equipment, such as protective masks 

recommended by who and mandatory in some cities. 

In September 2020, the “face recognition” de-

scriptor was searched in the virtual science article Li-

brary of Web of Science, and 10325 times in the past 

five years. In this result, 5737 articles were published 

in scientific journals, 4371 in scientific conferences, 

and 217 in other ways. Only 116 articles (about 1.1%) 

were written by Brazilian authors. Although they ac-

count for only a small part of the research, some Bra-

zilian institutions have discussed the use of face 

recognition in their projects. 

One of the publications discusses the gender 

classification of people in the image, identifying 

whether a person is male or female in real time in an 

uncontrolled environment through their physical 

characteristics, and factors that may impair the accu-

racy of the image (e.g. Site brightness). In order to 

solve this problem, the author simulated human un-

derstanding of gender recognition and established a 

neural network to recognize these patterns[11]. 

Another publication of Brazilian scientists is 

the Deepfake study[12]. This technology uses AI to 

create false videos, which may lead to false positives 

in face recognition systems. By using convolutional 

neural network (CNN), the security system can ben-

efit from the solution proposed in this paper. 

Among the selected articles, a Brazilian study 

also compared traditional machine learning and deep 

learning methods[13]. According to this article, the 

model created from the trend database performs bet-

ter in face recognition task. 

2.2 Reason 

In view of the above, in the case of a high-risk 

pandemic, it is necessary to monitor the use of 

masks by the public in the public environment to en-

sure the effectiveness of measures to prevent covid-

19 infection. This article describes the technology 

used to build a solution for autonomously monitoring 

the use of personal protective masks by people in an 

uncontrolled environment. 

3. Architecture solutions

The following describes the architecture of the

solution proposed in this project and the relation-

ship between the computing components used. 

3.1 Algorithm classifier 
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The classifier used in this application is based 

on the technology proposed by Viola and Jones[13] 

and the Haar Cascade method[14], which has been 

specially used for face, human and other aspects so 

far. However, the classification process requires im-

age preprocessing. 

The image in the computer system is a three-

dimensional matrix composed of color, width and 

height. In the image processing step, they define their 

default height and width so that they all have the 

same pixel size. In the process of image processing, 

some noise can still be removed from the image ob-

tained in the capture process, such as smoothing and 

highlight filtering. In this work, we decided to omit 

the dimension of color and convert the image to gray. 

In this way, the classifier will execute the function in 

a two-dimensional array. 

Haar Cascade method[15] includes three basic 

steps: 1) track the image and find the Haar features 

similar to the bus object; 2) use boosting classifier to 

select the most relevant features; 3) cascade classifi-

ers to improve the final result. 

Therefore, in the first stage, it scans the im-

age by rotating small particles from left to right and 

from top to bottom to find Hal’s characteristics[16]. 

Figure 1 illustrates the type of manual core used to 

detect Haar Cascade: image (a) reference core to 

identify edge features; image (b) reference texture is 

used to identify the straight line feature, and the im-

age (c) reference texture is used as four rectangles to 

identify the diagonal edge. 

Figure 1. Core for Haar cascade. 

Source: Adapted from mordvintsev (2013). 

The core is a digital matrix representing 

the black-and-white part in Figure 1. Therefore, dur-

ing scanning, each pixel in the image is multiplied by 

the corresponding number of cores. The differ-

ence between the white part pixels and the black part 

pixels produces characteristic values. At the end of 

projection, a set of features is obtained. 

The second stage is based on AdaBoost, which 

aims to select a small part of visual features with 

higher intensity for a given image. These visual fea-

tures are used for target detection and classification, 

which is based on pulse algorithm. Pulse is a ma-

chine learning technology that combines several 

weak classifiers to improve the overall accuracy[17]. 

The first selected feature is focused on the eye 

area, because the eye area is usually darker than the 

nose and cheek area. The second feature selected 

is based on the fact that the eyes are darker than the 

tip of the nose. For each visual feature, this method 

selects the resource with the lowest error rate to find 

parameters to classify future positive and negative 

faces. 

The cascade process is carried out in the third 

stage, that is, the intermediate combination of degen-

erate tree classifiers. The strategy reduces the false 

positive rate by combining classifiers at each stage 

of the cascade. To illustrate this process, an im-

age-based classifier is applied, which discards the 

images classified as negative, that is, the images 

without target features. The next step is to consider 

only the correctly classified images and apply an-

other classifier by rejecting the negative images 

again. The cascade process continues with an ideal 

hit rate. Figure 2, adapted from Harmouch[18], illus-

trates the cascade classification process. 

Similar to various Supervised learning methods, 

Haar also needs training stage. To do this, you must 

create an image library separated by positive (includ-

ing the image of the object to be recognized) and 

negative (excluding them). At the end of the training 

process, the program stores the Haar characteristics 

of the object in an XML file, which will be used as 

the model of object detection. 

In order to train the classifier, each image gets 

an equal weight at the beginning. After each classifi-

cation, the weight of the incorrectly classified image 

will increase. Then, the same process is per-

formed by calculating the error rate and the new 
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weight. Repeat this process until the required accu-

racy is reached or the required number of resources 

is found according to the error rate. 

Haar Cascade is free and located in the OpenCV 

repository. It used to train classifiers with XML files. 

Therefore, its integration with the system is simple 

and flexible, which makes its implementation very 

popular in artificial vision projects for target detec-

tion. 

Figure 2. Cascade classification process In each step, a series of images (f) with wrong classification are re-

jected, and the image (V) with correct classification is then classified next time. 

Source: Adapted from Harmouch[18].

3.2 Component diagram 

Figure 3 shows the relationship between the 

application and the OpenCV framework responsible 

for image processing and coding[19]. Haar Cascade 

classifier is used to detect patterns in images. 

The benefits provided by Haar Cascade include ease 

of implementation and low consumption of compu-

ting resources to train and approve models.

Figure 3. The component responsible for capturing and converting images. 

Source: I designed it myself.

Figure 4 shows the connection between the ap-

plication and MongoDB Atlas database[20]. This is a 

non-relational database, also known as NoSQL. This 

type of database improves the speed of transactions 

and does not give priority to the atomicity, con-

sistency, isolation and persistence (ACID) related at-

tributes in relational databases. MongoDB Atlas is a 

document oriented database that shares similar func-

tions with other types of banks, such as securities, 

charts and columns. It also uses cloud computing re-

sources. It is a service characterized by DaaS (data-

base as a service), which allows any computer con-

nected to the Internet to access its database manage-

ment system and perform operations such as 

inserting, deleting, changing and querying records. 

The implementation model allows the flexibility of 

adjusting the computing resources used according to 

the needs of the solution, such as the transmission 

speed and the mode of storing data. 
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Figure 4. Transaction database component. 

Source: I designed it myself.

PyMongo library[21]facilitates the interac-

tion between python programming language and 

MongoDB database. It contains a set of tools to es-

tablish a connection between the display and data 

layers of a web application. The project uses Py-

Mongo library to build the connection, query, change, 

insert and delete methods of records in the database. 

The images taken by the camera are processed 

and then entered into the MongoDB Pillow data-

base[22]. Then IO (Python Software Foundation, 

2020b) and Base64 (Python Software Foundation, 

2020a) were responsible for processing the task. 

Figure 5 shows the relationship between the 

front-end application layer components developed in 

this project. Micro-framework Flask[23](Pallets,s.f.) 

is used to organize applications processed by appli-

cations. This framework was chosen because it has 

an optimized structure and sufficient resources to 

meet the needs of the project, and it adheres to the 

Python language. Another advantage is that it is 

modular and flexible, and can serve different types 

of web applications, from the simplest to the most 

complex. 

Using Javascript libraries improves the usabil-

ity of applications. Therefore, the jQuery Library[24] 

is used to create asynchronous licenses, so as to 

avoid loading pages multiple times during user inter-

action. Chartist.js library[25]. On the other hand, 

helps to build responsive and dynamic graphics, 

while the Materialize Library[26]was created by a 

group of students at Carnegie Mellon University ac-

cording to Google’s Material Design principles and 

is responsible for the style sheets of applications. 

Algorithm 1 (Table 1) provides the func-

tions of capturing, detecting and detecting hu-

man faces. The algorithm runs until the user ex-

its the program (lines 2–14); take a camera 

image (line 3); resize to speed up the classifica-

tion process (line 4); convert to grayscale (line 5) 

and create dark and clear areas to identify edge 

or texture changes; the date and time of the sys-

tem in which the database record is stored (line 

6); face detection using Haar features (line 7). If 

one or more faces are recognized (line 8), face 

cutting is performed in the original image (line 

10) for each face detected in the image (lines 9

to 12), and the cut faces are stored in the data-

base (line 11). 

http://chartist.js/
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Figure 5. Components responsible for web visualization. 

Source: I designed it myself. 

Table 1. Algorithm 1 describes the process of detecting and storing faces without masks 
Algorithm 1. Function detection and storage 

1: Function detection 

2: As long as the user does not complete the program 

3: Capture new img 

4: Resize img 

5: Convert image to grayscale imgg 

6: Store local date and time 

7: Identify faces in imgg using Haar Cascade classifier 

8: If the number of faces >0, then 

9: For each face ∈ img do 

10: Cut the face from the img and store it in the face 

11: Stored in database 

12: End stop 

13:   End if 

14: At the end 

15: end 

Source: I designed it myself. 

3.3 Technology used 

Table 2 shows a summary of the technologies 

used in this project. The first column identifies the 

technology used, and the second column corresponds 

to the web application layer that requires the technol-

ogy. When functions are performed on the user’s ma-

chine, these layers are subdivided into clients, and 

when functions are performed on the server respon-

sible for receiving requests, these layers are subdi-

vided into servers. The last column provides the rea-

sons for using each technology.

4. Results and discussion

A previously trained Haar Cascade algorithm 

model is used, which is not available in OpenCV li-

brary. The algorithm verification step implemented 

in the project uses a database containing 194 images 

(available from DataFlair, 2020). The images used 

are divided into two categories: one is the face image 

of people wearing personal protective masks, and the 

other is the face image of people without masks. 

Haar Cascade algorithm detects faces with or with-

out protective masks through accuracy, revocation 
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and fβ-score measurement[27].

Table 2. Overview of technologies used 

Technology Layer Reason 

Git The server 
Version control code, save the implementation to. Warehouse. 

Is required to store items. 

Python. The server 
It needs to be integrated with artificial vision and intelligent library. 

OpenCV， The server 
Computer vision main library; In all the functions she performs, she is respon-

sible for communicating with cla-actor. 

Harr Cascade The server 
A classifier for detecting the presence of faces. A video frame. 

Pillow The server Data needs to be written to temporary storage. 

BytesIO The server Temporary storage needs to be created. 

Base64 The server 
In any server or web application, you need to convert a set of bytes into under-

standable text. 

ImUtils The server It needs to capture the camera's IM, agen and cam, biar Tam, ano del m, arc. 

Flask The server Micro framework for web development. 

HTML Customer P> Atr6n web page. 

Javasctipt Customer It needs to execute requests from web applications to servers and databases. 

jQuery Customer It needs to simplify javascript functions. 

Chartist JS Customer It needs to create simple, easy to accept graphics. 

Materialize Customer Responsible for the layout generated by the style sheet. 

PyMongo The server It is necessary for the application to interact with mongodb. 

MongoDB 

Atlas The server Non relational and document oriented database management system. 

Source: I designed it myself. 

Table 3. Matrix confusion 

Truth value 

Positive class Negative class 

Positive class 
90 （TP） 54 （FP） 

Forecast 

7 (New) 43 (Tennessee) 
Negative class 

Source: I designed it myself. 

The precision, reversal and fβ-score were based 

on the values obtained by the classifier from the oc-

currences in measures of true positives (TP), false 

positives (FP), true negatives (TN) and false nega-

tives (FN). The appearance belonging to TP category 

refers to the correct classification number of images 

with unmasked faces; FP value refers to the case of 

misclassification in the face image without mask; TN 

value refers to the incidence of correct classification 

of face and mask images, and the last FN value refers 
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to the incidence of incorrect classification of face and 

mask images. Table 3 shows the confusion and dis-

tribution matrix of these values. 
From these values, the accuracy is determined by the 

calculation of equation 1, where TP is divided by the sum 

of TP and FP: 

TP
P

TP FP
=

+
(1) 

Conversely, revocation is defined by dividing the TP 

evaluation by the sum of TP and FN, as shown in equation 

2: 

TP
R

TP FN
=

+
(2) 

Conversely, the fβ-score represented in equation 3[28] 

is the harmonic average between precision and revocation, 

and its values represent parameters P and R, respectively. 

Parameter β can be used to assign different weights to the 

metrics used in the equation. In the performance evalua-

tion used in this project, β value is equal to 1; therefore, 

accuracy and updating are equally important. 

( )
( )

2

2

1 ( )
scor

P R
f e

P R






+  
=

 +
(3) 

Therefore, through equations 1, 2 and 3, the preci-

sion, cancellation and f1-score values shown in Table 4 

can be obtained. 

Table 4. Results the accuracy, recall and f1score were obtained 
Exact Revoke f1-score 

0.63 0.93 0.75 

Source: I designed it myself. 

In addition to evaluating the Haar Cascade al-

gorithm, a minimum viable product (MVP) was con-

structed using the techniques shown in Table 1. The 

functional prototype of this web application demon-

strates the performance of the technology and hard-

ware evaluated in this project in a coupled and syn-

chronous manner. Figure 6 shows the initial screen 

for developing the prototype. The area marked 

with blue dotted line displays the video captured by 

the camera in real time and sends it to the computer 

vision algorithm. The second area is light green, 

showing a data carousel with the faces of people 

without protective masks extracted from the video. 

The third area, represented by orange dots, shows a 

graph of the number of individuals who did not wear 

masks during a specific period (monthly, weekly or 

daily).1 

4.1. Discussion 

This section discusses the test results, because 

if copied with other technologies, the results may be 

different, depending on whether these technologies 

are appropriate. 

1 MVP demo video can be obtained from the following link: 

First of all, it must be remembered that hyperpa-

rameters are sensitive to changes because they con-

trol the classification process of images. Therefore, 

in order to optimize the classifier, you need to ex-

plore the parameter space by filtering the parameter 

space more accurately, which may take hours or even 

days to find the best super parameter option for your 

problem. 

For example, the detectMultiScale function has 

two hyperparameters that directly influence the clas-

sification: ScaleFactor and MinNeighbours. The first 

is to determine the size of the image to identify more 

PE queue objects (in this case, for face detection); 

this parameter will affect the detection of people far 

away from the camera, but on the contrary, the false 

alarm rate and detection speed tend to increase. The 

second parameter is related to the kernel size (the 

matrix of adjacent pixels calculated and analyzed), 

which makes the image clearer and the details more 

related to the classifier; However, this will require 

greater processing power. 

With regard to image processing, it should be 

noted that the performance of the classifier may be 

different by applying other technologies and filters 

https://youtu.be/QmCs_piHZkw. Accessing the solution reposi-

tory https://github.com/Eskandar1/Ipkiss 
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provided by OpenCV. For example, it depends on 

whether the image is balanced or binarized by Gauss-

ian smoothing. These technologies and filters have 

their own super parameters for optimization. 

Figure 6. A web prototype system is developed. 

Source: I designed it myself.

Another thing worth emphasizing is that the ac-

curacy of f1-score formula is as important as revoca-

tion. In addition to accuracy, the algorithm must also 

detect the maximum number of faces without protec-

tive masks in a given scene, which is represented by 

the f1-score performance measure achieved by the 

project through the balance between accuracy and 

revocation. This allows good results to be ob-

tained by MVP analysis of a large number of person-

nel movements. 

One limitation of Haar Cascade classifier is that 

it can only recognize positive faces. In an uncon-

trolled environment, people can walk in different di-

rections, so they won’t detect faces that don’t look at 

the camera. One way to solve this limitation of the 

classifier is to use a model with deep learning tech-

nology, which contains hierarchical separated neu-

rons, which are specially used for complex pattern 

recognition in the training process, such as recogniz-

ing protective masks, regardless of facial angle. 

The data processed during prototype execution 

is stored in the database. This storage allows them to 

cross with other sources; for example, public data 

provided by Datasus, the Information Technology 

Department of Brazil’s single health system (SUS). 

Such data cross cutting can enhance the analysis of 

the epidemic, including virus transmission and the 

use of protective masks. 

5. Experiment
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Considering the prevalence of COVID-19 and 

the nursing needs for virus spread, this paper intro-

duces the application of computer vision technology 

to monitor the use of mask. A web application is de-

veloped, which can detect and record the facial im-

ages of people without additional wrist guards. This 

is an application that can be easily implemented on 

low-cost devices. 

The system can detect the face without protec-

tive mask with 63% accuracy and record it in the da-

tabase. This enables those responsible for monitoring 

the specific environment of implementation to meet 

the need for effective measures to combat and pre-

vent infectious diseases. 

As a suggestion for future work, we intend to 

use deep learning technology to improve the effi-

ciency of the solution. This recommendation must 

weigh the relationship between facial accuracy and 

performance so that the application can be imple-

mented on low-cost devices. 
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