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ABSTRACT

The Internet of Medical Things (IoMT) industry has grown lightning during the estimated time frame. Privacy and

security are essential concerns given the scale and widespread use of IoMT networks. Blending healthcare data in one

place storage device to prepare an effective predictive model, on the other hand, increases more severe security and

privacy issues, ownership, and regulation. An advanced system is required to enhance information utilization while

restricting privacy issues. This research presents a new architecture to address security and privacy challenges in e-

healthcare services in Healthcare 5.0. This paper integrates the distributed ledger technology (DLT) with IoMT. This

integration has become necessary due to the growing demand for e-health-related technologies and services. The proposed

solution in this research is based on a Blockchain framework to enhance medical data privacy and integrity. This research

evidence found that Blockchain can overcome IoMT privacy and data protection. The proposed framework has far-

reaching consequences for the medical field. The proposed method has reduced Commit time by up to 10 seconds, and

Commutative probability has been gained to 88%. It has advantages, including faster data exchange, less duplication of

effort, and more secure patient information.
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1. Introduction

Health 5.0 describes an environment where humans and

intelligent machines coexist. Robots improve human productivity

using cutting-edge tools like the Internet of Things (IoT) and big data.

Integrating this human element with the core tenets of automation and

efficiency is a critical component of Industry 4.0. Robots have

traditionally been used to undertake risky, monotonous, or physically

demanding tasks in manufacturing environments, like welding and

painting automobiles and lifting large warehouse objects[1]. Health 5.0

seeks to integrate cognitive computing capabilities with human

intellect and resourcefulness in joint operations as machines in the
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workplace become more intelligent and interconnected. The world needs fast payment networks to overcome 

these and other challenges[2]. 

These trust-building mechanisms do not require special hardware, monthly refunds or fees, and 

transparent and reliable scrapbooking solutions. Industrialized countries spend a large portion of the gross 

domestic product (GDP) on healthcare; however, hospital costs continue to rise due to ineffective practices 

and the loss of health data. This is a place wherein Blockchain generation can enhance this situation. You can 

do many things, from securely encrypting affected person statistics to handling outbreaks[3]. Estonia is a 

pioneer on this subject and commenced to apply the strength of Blockchain within side the healthcare area in 

2020. Currently, 94% of clinical facts and 98% of prescription statistics in the complete healthcare billing 

system are digitally saved through Blockchain. Sensor nodes have been used globally to enhance transport 

services, medical care, bioengineering, portable devices, augmented and virtual reality, and Intelligent systems 

in Health 5.0. Ever since they were developed, IoT technologies have greatly enhanced healthcare[4]. Extensive 

use of sensor nodes has been made to transform health data into detectable neural activity. As a worldwide 

distributed ledger, Blockchain makes it easier to keep track of assets and record financial transactions 

throughout an organization’s network. Real estate, vehicles, funds, undeveloped land, and intellectual property 

rights like patents and trademarks are all examples of tangible and intangible assets. For Blockchain, this is 

the best possible development. Think of a powerful yet inexpensive programming environment to learn more 

about Blockchain. Financial transactions require a safe and dependable system for their execution and 

documentation[5]. 

The word “Blockchain” is shorthand for a distributed ledger in which each transaction is recorded in its 

own immutable “block”, and the entire catalogue is encrypted and stored using a single key (a “hash”). These 

signatures or keys are stored in a standard register that tracks activity on the node grid or the method used to 

connect the nodes[6]. A copy of the whole chain is kept in sync and updated at each node. According to the 

National Institute of Standards and Technology (NIST), many advantages are resistance to hacking, the 

absence of a centralized authority responsible for maintaining the ledger, and the impossibility of modifying 

past transactions involving the network of users with access to the catalogue. DLT is another name for this 

era[7]. 

The most critical challenges for Blockchain applications in the healthcare sector include the following: 

• Security of network infrastructure at all levels; 

• Identity verification and identity verification of all participants; 

• Unified authorization template for accessing electronic health information. 

DLT may be used in many regions of fitness care; however, all fitness care sports aren’t transactional; 

however, because the general public chain information is broadly distributed, it can’t be used to shop for 

personal statistics and fitness information identification. Providers remember privateers’ troubles to assist 

guard fitness statistics. Second, the Blockchain era is at risk of positive varieties of attacks, even though it 

provides integrated safety towards different attacks. Therefore, we must connect outstanding significance to 

statistics security, mainly with the subject of scientific care[8]. 

Figure 1 depicts the historical prevalence of centralized data management, storage, and sharing 

infrastructures in business networks. Databases and patient records were kept privately by healthcare facilities 

such as hospitals, clinics, and pharmacies. Due to incompatible systems, data silos, and privacy issues, 

interoperability and data interchange between institutions were typically tricky. After the Blockchain, these 

records are digitally signed, and all documents have a replica of the ledgers[9]. 
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Figure 1. Commercial network before and after the Blockchain. 

Figure 2 shows the application of Blockchain for medical records. Electronic health records (EHRs) were 

the usual repository for patient information inside healthcare facilities. There were sometimes delays in getting 

life-saving patient data because of the need for manual authorization and coordination among healthcare 

practitioners. Safe and private personal health record (PHR) is made possible by identity management solutions 

built on the Blockchain. Patients may protect themselves from identity theft and other forms of data breach by 

limiting the information shared with healthcare providers. Centralized systems pose severe threats to data 

security and privacy due to the ease with which they might be breached or tampered with. The era behind the 

crypto foreign money boom is now being considered for greater personal purposes: your scientific and fitness 

records. A big part of your scientific documents is already within the cloud of scientific practices and hospitals-

you could shop information control costs, reap brief entry to, or even shop lives. However, it reveals your 

private records to hackers and protection threats. Traditional security features aren’t sufficient. It isn’t clear 

whether or not that is beneficial and legally feasible[10]. 

Although such economic and web-based systems and equipment may change reactive care for preventive 

care, the privacy of patient information and safety concerns of these web-based sites are often ignored. Gadgets 

and associated correspondences must be exceptionally secured to protect the patient’s privacy, as the clinical 

gadgets capture and cycle individual health-related information. These IoMT devices are only limited in 

capacity and limited in security features. Hence the general use of IoMT devices makes it challenging to 

manage and guarantee the security of IoMT frameworks. This proves to be a significant problem in 

implementing IoMT for medical purposes. Our paper recommends a new e-medical IoMT design that 

addresses safety and protection challenges[11]. The critical contribution of the article includes. 

• This work highlights security and privacy issues faced in IoMT designed in Health 5.0. 

• This work proposes a Blockchain-based security framework for maintaining privacy and improving 

security levels from Health 5.0 perspective. 

• This work gains minimum commit time and maximum Commutative probability. 

• This work demonstrates the real-life application of the proposed framework in IoMT devices. 

• This paper justifies that this proposed system gains more security in the IoMT domain. 

The complete article is organized as follows: section 2 covers the related work in Blockchain-based 

healthcare research, section 3 covers the problem formulation, section 4 covers the proposed solution, section 

5 covers the results and discussion, and Section 6 covers the conclusion and future scope. 
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Figure 2. Blockchain for medical records. 

2. Related work 

In recent decades, specialists in intelligent healthcare have accepted the concept of “Blockchain 

technology,” and many scientific studies have examined how cryptographic protocols might be implemented 

in the domain. This section covers the latest research work and comparative analysis of Blockchain based 

healthcare research. Islam et al.[11] aimed to find the actors involved in the Blockchain network and explain 

their contribution to Bitcoin splits. The study found that non-human and human actors comprise heterogeneous 

actor networks. This paper successfully explained the influence of Blockchain splits after merging homogenous 

groups with actors. While describing the involvement process in and fusion with other macro and micro actors, 

their consequences are also elaborated. 

Bao et al.[12] provided a solution to the challenges in Blockchain (e.g., scalability, privacy, and security 

issues). They focused on Intel software guard extensions (SGX) technology to improve the performance of the 

Blockchain system. The research presented the advantages, disadvantages, and applications of pre-existing 

works according to the six-layered hierarchical organization of Blockchain. The authors then analyzed the pros 

and cons of SGX technology. They found the solutions based on SGX according to different layers. To 

incorporate the Blockchain in financial sectors, Walsh et al.[13] aimed to provide a model of resistance to 

Blockchain system usage by the managers of economic organizations. Sequential and quantitative approaches 

were executed to develop new assumptions, refine the conceptual model, test the mentioned assumptions using 

surveys, and develop the resistance model. Various factors were analyzed, such as switching costs, self-efficacy, 

environmental and organizational support, individual resistance, etc. These factors decreased the resistance to 

introducing a Blockchain system in the organization. Fernández-Caramès and Fraga-Lamas[14] examined the 

possible quantum attacks on Blockchain cryptographic systems. They thus studied the current scenario of post-

quantum cryptosystems to execute them on Blockchain. The paper provided a complete analysis of various 

post-quantum encryption and digital signatures characteristics to be applied to the Blockchain systems. This 

study made a detailed comparison of the most effective post-quantum Blockchain cryptosystems. 

Commercializing ads using vehicles are used by advertisers for the growth of their business. But some 

issues in executing it are represented in Li et al.[15]. The “free-riding” attack is handled efficiently, with 

contracts having time-locked deposit fair protocol and other efficient algorithms. The Merkle hash tree was 

adopted to counter the attacks on Ad, which is to be received by the Vehicle without any changes. Using 

zero-knowledge proof techniques, the problems related to privacy, such as anonymity, got resolved by 

developing an efficient scheme. Treiblmaier and Sillaber[16] point out the various high-level questions related 

to the potential influence of Blockchain on respective areas of the e-commerce field. Academia can be 
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benefitted from the questions revolving around four domains such as technical, legal, quality, and 

organizational issues and the problems related to consumers. Nalin et al.[17] highlighted the issues (ethical, 

regulatory, and administrative) in exchanging health data across European Union Member states. The research 

discussed the KONFIDO toolset using OpenNCP and eIDAS European Frameworks. With this implementation, 

data vulnerability was handled by never exposing the simple test of gathered data in any non-secure region. 

Abu-elezz et al.[18] presented a review of research on the threats and benefits of Blockchain usage in 

healthcare organizations. Out of 84 relevant searches of studies, 37 were highlighted in this paper, which 

focuses on eight benefits of Blockchain related to patient health and other organizational benefits. The authors 

categorized threats associated with using Blockchain into three categories such as corporate, social, and 

technological. To understand the security threats related to Blockchain, Homoliak et al.[19] focused on 

developing a security reference architecture (SRA) based on a stacked model with different layers than the 

ISO/OSI model. This paper introduced a threat risk model based on ISO/IEC 15408 to capture threats effectively. 

Samples of Blockchain incidents were collected and analyzed. The incidents were relatively less than the 

number of threats. The authors then organized security threats in various layers of the model, found their origin, 

and provided the countermeasures to handle them. Inkinen et al.[20] studied digitalization in Finnish ports by 

gathering data from two group interviews. The authors identified the main drivers and technology required as 

an essential element of executing digitalization. These drivers were discussed based on the scenarios, which 

were classified with frameworks of SWOT and PESTEL. The systematic review of systematic literature 

discussing the progress of technical aspects in EHR and PHR maintenance was presented in the paper by 

Negro-Calduch et al.[21]. This research selected a few documents, and based on them, the information extraction 

tools and NLP technology have been focused on. The authors successfully presented the opportunities, 

challenges, and technical solutions of EHR technological advancements identified in the literature review. 

Sai et al.[22] presented a comprehensive overview of centralization in decentralized Blockchains by 

reviewing the literature published between 2009 and 2019 and was then followed by expert interviews to 

evaluate the findings. The authors highlighted the security threats as the impact of centralization. They also 

reported the platform-specific results for Bitcoin and Ethereum. The taxonomy of centralization was developed 

with six architectural layers, which referred to 13 aspects of centralization. To generate verified and reliable 

information, Jaquet-Chiffelle et al.[23] generated a tamperproof time-stamped provenance ledger using an 

already existing Blockchain system. The catalogue developed many advantages comprising scalable capability, 

automation, interoperability, and standardization. To maintain the data integrity, the original data’s three hash 

values, MD5, SHA1, and SHA256d, were computed and then sent to the server. Schniederjans et al.[24] gathered 

textual data from 2010 to 2018 and analyzed it to research the digitization of the supply chain. Significant 

disparities in the frequency and growth of supply chain digitization industry/field applications, technology, 

and subjects in scholarly and practitioner-oriented literature were determined using statistical analysis. 

Radoglou-Grammatikis et al.[25] developed SPEAR (Secure and PrivatEsmArtgRid) SIEM (Security 

Information and Event Management) system to handle the issues of Smart Grid (SG). They could be organized 

to address the monitoring, detection, and prevention measure. The four components, so SPEAR SIEM, helped 

monitor infrastructure, integrated a set of machine learning/deep learning based intrusion and other anomaly 

detection models, supported in parallel detection and correlation, and finally correlated the various security 

events and computed the reputation value of each SG asset. 

Leal et al.[26] aimed to provide quality of a large amount of data produced by the computerized 

pharmaceutical system. The explained EU-funded SPuMoNI project and, using Blockchain end-to-end 

verification achieved authenticity, transparency, and immutability of data using smart contracts, identified 

behavioural data patterns based on the implementation of models of data quality assessment, and used 

intelligent agents to gather and change data. The decentralized mechanism of smart contracts poses many 
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security threats, as presented by Huang et al.[27]. The authors provided an approach of focusing on smart 

contracts from the viewpoint of the software lifecycle. They found the cause of security issues in smart 

contracts in Ethereum and Fabrics by reviewing the key features of Blockchain and concluded. 

Koshy et al.[28] focused on developing an IoT Architecture decentralized by involving Blockchain 

components. But as the original Blockchain has high complexity and significantly less scalability, thus the 

authors proposed a modified sliding window Blockchain (SWBC) architecture to develop IoT applications. 

The subsequent hash blocks could be generated from previous blocks with less complexity in proof-of-work 

(PoW) but at the cost of increased time with each addition. The resultant memory and computational overhead 

were found to be reduced. The security issue in IoT was efficiently handled as the next hash block was 

generated from n blocks in a sliding window. For selective imaging on live Windows, Faust et al.[29] developed 

a framework called SIT using the framework DFIR ORC to create a single portable pre-configured binary 

implemented as a command-line tool. The primary goal of the SIT implementation was to collect forensic 

artefacts on a file system level, along with crucial metadata, validate the results to detect unexpected results 

and external interferences, integrate the results into an AFF4 forensic image, and then verify the artefacts using 

hash codes, all while adhering to the new live forensic soundness rules. To remove the data storage problem 

in Blockchain without compromising its decentralized architecture and security, Xu and Huang[30] focused on 

developing a segment of Blockchain that can be used for bulky applications. The research comprised a PoW 

membership threshold, which allowed the adversary to take a new node. The authors allowed only n/2 nodes 

of the total n nodes to be stored by an adversary. In case all copies were held in the adversary. It would cause 

a complete system failure leading to permanent segment loss. The system provided the failure probability of 

(AD/n)m if the adversary consisted of at most AD nodes and m number of nodes stored in each segment. 

Yousefnezhad et al.[31] presented extensive research on product lifecycle security in IoT. The authors 

provided security solutions for various lifecycle phases and found new challenges in the lifecycle stages. 

Paavolainen and Carr[32] rejected many assumptions associated with light client security in Ethereum. The 

authors found that the success probability of an adversary subverting an existing mining pool increased 

substantially. The model developed in this research confirmed that assurance of security in the eclipsed light 

client was reduced to a great extent. Identifying mitigation strategies was done appropriately while providing 

many other research areas for future use. The research by Wang et al.[33] proposed the basic requirements of 

CPC-2.0-L3 on the Blockchain. It provided enforcement proposals for the Blockchain’s P2P networks, 

consensus mechanisms, distributed ledgers, and contract layers. Data non-repudiation, ledger data 

synchronization, and ledger data idempotence were added as evaluation items to evaluate distributed ledgers. 

Based on 28 evaluation items, Bitcoin, Ethereum, and Hyper ledger Blockchain systems were assessed. It 

concluded that Hyper Ledger was better than the rest. 

Li et al.[34] investigated the drawbacks of joint relay and jammer selection, average optimal relay selection, 

and standard maximum relay selection techniques. They created an ideal relay and jammer selection strategy 

after assessing the results. The model developed in this research produced reduced complexity and proved that 

the proposed approach worked efficiently compared to JRJS, TMRS, and AORS schemes. Chaturvedi et al.[35] 

aimed to provide security in Spatial Data Infrastructure (SDI) by securing distributed intelligent city 

applications and services to allow users to perform single sign-on. OAuth 2.0 access tokens, OpenID Connect, 

and SAML were used to facilitate user authentication in the SSO environment. The authors implemented the 

proposed model for a specific scenario within London’s Queen Elizabeth Olympic Park district. Dai et al.[36] 

used Ethereum and Intel’s Software Guard Extensions to develop a secure data trading platform (SDTP) based 

on the Blockchain to handle the limitations of the existing data trading market. The model traced the 

unauthorized transactional modifications and protected the source data and the analysis result with the 

execution of SGX-based secure contracts. 
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Krzywiecki et al.[37] introduced the highly secured model resistant to the subliminal setting of ephemeral 

secrets by analyzing the Schnorr Identification Scheme (IS). This IS scheming helped handle the impersonation 

issue done by the adversary by denying its role from a verifier to a proverb. After analyzing Schnorr IS, the 

authors concluded that the immunity of this model against malicious activities, such as the generation of 

random numbers for ephemeral secrets. The main limitation of Blockchain is scalability which is handled quite 

efficiently by Rožman et al.[38] by developing a framework for Blockchain-based Shared Manufacturing, which 

is entirely scalable; provides transparency and immutability characteristics of transaction records. For service 

execution, the author defined a protocol based on Blockchain following shared economy principles. The 

pre-existing papers were analyzed, and then the cross-chain solution was proposed to be integrated with the 

Blockchain system. The authors implemented cross-chain tree topology to analyze the usage of various 

cross-chain technologies in sync with the requirements of Shared Mfg. They compared the Ethereum public 

network and the Xdai sidechain network base on the parameters of cost and time. They concluded that by the 

implementation of side chain technology, the cost and execution time was reduced. 

The Blockchain solution for various security issues associated with product serialization in multi-party 

perishable goods supply chains is presented in Thakur and Breslin[39]. To control the authenticity of the serial 

number, the authors have proposed a serialization protocol that is immensely secure and implemented 

Blockchain offline channels. The two primary techniques, clustering heuristics and attribution tags in 

cryptocurrency investigation forensic tools, are discussed by Fröwis et al.[40] to develop a technical data-sharing 

framework to foster compliance with law enforcement and follow technical standards. The research found the 

potential sources of misinterpretation by empirically analyzing CoinJoin transactions. Akyildirim et al.[41] 

presented the expressions of interest in utilizing cryptocurrency and Blockchain systems by publicly traded 

companies. The research found that based on the type of cryptocurrency announcements, there exists stock 

price premium, increase in both unconditional and conditional share price volatility, changes in dynamic 

correlations between cryptocurrency markets and companies, substantial change in the determination of price 

discovery and information flow and decoupling of companies with domestic peers. 

Lisi et al.[42] developed a Blockchain-based decentralized rating framework to remunerate the users 

depending on their participation using a token-based reward mechanism for making the Recommender 

Systems (RSS) application more efficient. In the proposed mechanism, the Blockchain stores the item’s ratings, 

reputations, users’ tokens, and respective algorithms to calculate the item’s scores. Ropsten Ethereum test 

network was used to evaluate the framework’s performance and cost. The research by Benedetti and 

Nikbakht[43] provided an empirical analysis of returns, activities related to trading, and the behaviour of the 

network around cross-listings in an ecosystem of tokens. The results displayed a significant increase in returns, 

volume of trading, market availability, and user growth on the network. The cumulative abnormal returns are 

27.9% and 15.5%, respectively, after adjusting the Bitcoin and MVIS index returns-the research improved 

information production to reduce financial misconduct in the digital marketplace. Huang et al.[44] proposed a 

reputation-based secure, fast Blockchain system via sharding, known as RepChain, to provide heterogeneity 

among the validators and found a high incentive-generating solution. An efficient Raft-based synchronous 

consensus was provided for the transaction chain. Shrestha and Nam[45] analyzed the regional Blockchain’s 

design for VANET to manage the problem of secure message dissemination in vehicular networks. The authors 

developed a condition based on the number of excellent and malicious vehicles, average puzzle computing 

time, and block message delivery delay to limit the success probability of immutability assaults, roughly 51%. 

Park et al.[46] propose a three-factor authentication method, Neighbor Assisted Healthcare Authentication 

Protocol, based on physically unclonable functions. The suggested framework has a high dependability (100%) 

and a low computing time (6 ms) overhead (only 193 bytes). Formal analysis, Burrows, Abadi, Needham logic, 

and informal analysis all attest to the validity of the suggested work. 
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Using a physical unclonable function (PUF) and ML, Onyema et al.[47] propose multidevice authentication 

for the hospital setting. With the suggested technique, only one message is required to verify the authenticity 

of many devices. In contrast to most protocols, the proposed system does not need central server storage of 

PUF keys. Additionally, authentication and data are transmitted to the server in the same message, reducing 

the time it takes to process. Further, a single ML model may validate a batch of devices simultaneously. The 

suggested technique successfully classifies the gadgets with a 99.54 per cent precision. In addition, the 

proposed method requires just 2.6 milliseconds and 104 bytes to finish the authentication of a single device 

and less time as more widgets are added to the cluster[48]. 

The status of IoMT’s outstanding issues is now displayed in Table 1. 

Table 1. Open issue in IoMT. 

Research 

papers 
Open issues 

S
ec

u
ri

ty
 

P
ri

v
a
cy

 

S
in

g
le

-s
ig

n
-o

n
 

S
A

M
L

+
O

A
u

th
 

S
en

so
rs

 a
n

d
 I

o
T

 

S
ca

la
b

il
it

y
 

A
u

th
en

ti
ca

ti
o
n

 

S
to

ra
g
e 

D
a
ta

 I
n

te
g
ri

ty
 

D
ec

en
tr

a
li

za
ti

o
n

 

[12], [15] ✔ ✔    ✔ ✔ ✔ ✔  

[17] ✔ ✔     ✔ ✔ ✔  

[19] ✔ ✔    ✔ ✔ ✔ ✔ ✔ 

[21] ✔ ✔    ✔  ✔ ✔  

[22] ✔     ✔  ✔  ✔ 

[23] ✔ ✔       ✔  

[27] ✔      ✔    

[28] ✔ ✔   ✔     ✔ 

[30]        ✔   

[31] ✔ ✔   ✔ ✔ ✔ ✔ ✔  

[33] ✔      ✔ ✔   

[34] ✔          

[35] ✔ ✔ ✔ ✔ ✔      

[36] ✔        ✔  

[38]      ✔     

[39] ✔     ✔  ✔   

[42]  ✔      ✔ ✔ ✔ 

[44] ✔     ✔     

[45] ✔     ✔     



 

9 

3. Problem formulation 

Using Blockchain in conjunction with IoMT can overcome security and privacy concerns. This is referred 

to as Blockchain-enabled IoMT. The architecture of Blockchain-enabled IoMT is shown in Figure 3. The 

Blockchain system is implemented through the interconnection of computers and all participants[49]. The 

Blockchain-based health system is described in Figure 3. The doctor is displayed graphically in some distant 

location to observe the patient’s activity and provide advice via the Blockchain system. In the health clinic, 

the doctor also analyses the reports produced. The diagnostic clinic doctor uploads electronic medical records 

(EMR) that are finally added to the patient’s history. 

 
Figure 3. Blockchain-enabled IOMT architecture. 

The privacy and security of patients might be jeopardized if an attacker gains unauthorized access to 

IoMT devices, networks, or data. The result might be the theft, disclosure, or loss of private medical records. 

In the IoMT, devices and systems gather and send personal information about patients. Data breaches and the 

loss or abuse of individual health information may occur if inadequate security measures are in place to protect 

it[50]. 

Intruders might compromise the security or functionality of IoMT devices. Wrong diagnoses, inappropriate 

prescriptions, or bodily injury to patients might result from illegal changes to device settings, firmware, or 

software. 

3.1. Opportunities of Blockchain-enabled IoMT 

IoMT is affected by concerns of safety and confidentiality. The Blockchain-enabled IoMT has opened up 

possibilities for entertaining such problems. Our paper highlights the benefits of Blockchain-enabled IoMT in 

under mentioned areas. 

3.1.1. Security improvement of IoMT 

The incorporation of Blockchain into IoMT can expand IoMT security fundamentally. First, Blockchain’s 

implicit security features, like asymmetric encryption/decryption schemes and computerized signature, may 

support protecting IoMT data. Secondly, joining Blockchain with different security mechanisms, such as 

authentications and access controls, may upgrade framework security. Thirdly, brilliant contracts in IoT gadgets 

can consequently initiate auto-upgradation algorithms for updating IoT gadget firmware, improving the 

system’s security. Furthermore, the decentralization of Blockchain may bring down the danger of framework 
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failure brought about by single-point failure or additional malicious assaults like; “distributed denial-of-service 

attacks.” 

3.1.2. Privacy preservation of IoMT data 

All the Blockchain is public, so hashing encryption has been used to provide the privacy remedy. 

Compared with conventional systems, Blockchain can bring increased security and certain advantages. We 

need to know the contents of the block to understand hash encryption. A block is nothing but a container that 

handles the transaction’s details. For cryptography, Blockchain uses the hash function. Blockchain may offer 

protection against privacy by Blockchain account address masking and Blockchain transaction data encryption. 

Users can get better privacy protection by integrating Blockchain-enabled IoMT with other security safeguarding 

strategies like homomorphic obfuscations and cryptographic algorithms. This allows protection-sensitive 

IoMT info to be stowed and handled locally before moving too far off the cloud[51]. 

3.1.3. Traceability of IoMT data 

Furthermore, in Blockchain-enabled IoMT, using digital signs and access control mechanisms may 

improve the traceability of “off-chain IoMT data.” For example, putting “off-chain IoMT data” hash values in 

the Blockchain helps ensure IoMT data traceability while lowering Blockchain storage costs. The distribution 

chain is used for sequence following and deciding the item’s starting point. Traceability is a block layout in 

the Blockchain where every block uses the hash key to connect the two blocks next to each other[52]. 

In Blockchain-enabled IoMT, info may be classified as “on-chain data” or “off-chain data,” depending 

on whether the info is stowed on Blockchain. The data stored on the Blockchain is traceable virtually across 

the framework. The traceability and non-repudiation of “on-chain data” may be guaranteed through means of 

Blockchain’s decentralized consensus algorithms and asymmetric cryptographic methods (For example, 

computerized sign)[53]. Nonetheless, considering the gigantic sizes of IoMT data, predominantly clinical 

photographs and video recordings, putting away all IoMT data in Blockchain is unrealistic. Thus, IoMT 

information like photographs and motion pictures should be put away off-chain, with Blockchain simply 

holding meta-data or hash values of “off-chain IoMT data”. 

Additionally, in Blockchain-enabled IoMT, using computerized signs and access control instruments may 

enhance the traceability of off-chain IoMT data[50]. For instance, putting off-chain IoMT data hash values in 

Blockchain supports guaranteeing IoMT info tracing while bringing down Blockchain storage expenses. This 

has become important in managing and maintaining the security of intelligent health devices[51–53]. ECC offers 

robust protection with significantly lower key lengths than more conventional cryptographic methods like RSA. 

This factor makes it computationally efficient and well-suited for devices with limited resources, such as 

mobile phones and IoT gadgets. However, ECC algorithms and their implementations are more involved 

compared to more standard encryption techniques[54–57]. This intricacy makes it challenging to comprehend 

and implement appropriately, leaving systems vulnerable if they aren’t. Secure device authentication using 

PUFs ensures only authorized devices can access restricted areas or data. However, UFs can be affected by 

external factors like temperature and voltage changes, making them less consistent and reliable. The integrity 

of the produced cryptographic keys may be compromised due to this vulnerability[58]. 

4. Proposed methodology 

Blockchain technologies have several indisputable qualities that make them ideal for IoMT applications. 

Blockchain, for example, can bring advancements to data storage, security, and privacy protection in the IoMT 

due to its immutability and traceability. It improves the efficiency of medical incident tracing and tracking 

while preventing data loss and tampering. 
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4.1. Proposed architecture 

In this part, we present a proposed architecture for introducing Blockchain into IoMT systems and the 

benefits and limitations of the proposed architecture. The convergence of Blockchain with IoMT can increase 

IoMT system interoperability, considerably improve IoMT security, and improve IoMT privacy protection. 

The proposed architecture (Blockchain-IoMT system) architecture is depicted in Figure 4. 

 

Figure 4. System architecture of the proposed Blockchain-IoMT system. 

Figure 4 presents the overview of medical system architecture based on the IoMT. It focuses on 

perception/actuation, data management, and medical services layers. 

4.1.1. Data accumulation and pre-processing layer 

This layer gathers the patient’s physiological data under standard conditions using wearable 

biosensors/actuator devices, which then are transmitted to the edge server, base stations, network gateways, or 

personal internet-enabled devices. Here, the raw physiological data is pre-processed at this stage by reducing 

data redundancy, compressing it, encrypting the patient’s data as it also contains the patient’s personal 

information, and finally transmitting the processed data to the next layer, i.e., Data Management Layer via 

WiFi or other internet services. 

4.1.2. Data Management Layer 

The processed data sent by edge servers to this layer is managed efficiently by analyzing and classifying 

the patient’s physiological data based on the priority and timeliness of the task. This layer mainly deals with 

efficiently storing the gathered data and providing secured access control and authentication mechanisms to 

protect the patients’ personal information. 

4.1.3. Medical services layer 

This layer acts as an interface between the user and the system, providing the results of the analyzed 

patients’ data in visual data analysis reports. Based on these reports, the healthcare professionals such as 

doctors can view and analyze the resultant reports of the patients and help them by providing the relevant 

medical services. These real-time based reports of the patients can generate alarms if the physiological 

parameters are abnormal, which will immediately notify the Health care persons (such as Doctors and Nursing 

staff). Based on these alarms, the healthcare staff can initiate necessary and timely action to mitigate the 

patient’s health risks. 

4.2. DLT integration with IoMT 

In this part, we present the proposed architecture for introducing Blockchain into IoMT systems and the 

proposed architecture’s benefits and limitations. As a promising invention in information technology, DLT 
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holds great promise for transforming how organizations and teams collaborate across sectors such as the 

economy, society, and industry. It showcases the most potent DLT breakthroughs since the Blockchain idea 

was first introduced. The technical principles of DLT are explained in detail to provide the reader with a clear 

picture. Because Bitcoin’s Blockchain was the first genuinely decentralized cryptocurrency without a trusted 

authority, it illustrates how DLT works (i.e., banks). An explanation of smart contracts and decentralized 

applications follow this. Following that, we’ll look at some specific applications of distributed ledger 

technology. The convergence of Blockchain with IoMT can increase IoMT system interoperability, 

considerably improve IoMT security, and improve IoMT privacy protection. 

Several advantages for the healthcare sector may result from combining DLT and the IoMT. DLT, like 

Blockchain, offers a secure and unchangeable database to save patient records. By incorporating DLT into the 

IoMT, hospitals and clinics may protect their patients’ information. It is challenging for bad actors to tamper 

with or modify the data since each transaction or data entry is cryptographically connected to prior transactions. 

As a result, patients may have more faith in their medical records and have peace of mind that they won’t be 

tampered with. 

DLT allows for safe and open healthcare data exchange amongst all parties involved. Patients, doctors, 

researchers, and health insurers may safely share and receive medical records because of DLT’s incorporation 

into the IoMT ecosystem. Data sharing may be governed by predetermined norms and consent, which can be 

enforced using smart contracts. DLT gives people more say over their health records. Patients may control 

who has access to their information using decentralized identification systems and smart contracts. Patients 

may control who has access to their medical records and under what circumstances. DLT guarantees that all 

data access and usage is done in a way that respects the patient’s right to privacy. 

The proposed architecture’s system architecture is depicted in Figure 5. As a result, the Blockchain can 

provide IoMT with security. Adding authentication, homomorphic obfuscation, and group signature to 

Blockchain can help to secure IoMT data privacy even more. Furthermore, Blockchain systems’ overlaid P2P 

networks can connect diverse sectors in the IoMT to increase interoperability across the board. 

 
Figure 5. Basic IoMT system design concepts. 

5. Results and discussion 

The architecture should, we believe, fulfil three primary requirements: the Confidentiality Integrity 

Authentication (CIA) need for secrecy, integrity, and availability. Confidentiality ensures that authorized users 



 

13 

can only see the message; integrity ensures that the messages received and sent are unaltered; and accessibility 

guarantees that all services and data are provided. Table 2 shows that the management hub is an intermediary 

for data transmission. Other verification methods have been designed to secure the architecture, except for the 

strict hierarchy. 

Table 2. Access control list. 

Object 

Subject 

l1 l2 

L1 “w,r,c.” “r,c” 

L2 Ø “w,r,c.” 

This area considers the combination perfect the architecture of the Bell-La Padula models with the Biba 

models[28], suitable for the demands of the CIA. We are simplifying these two models and introducing specific 

attributes. 

𝑆 = (𝑠1 , 𝑠2, 𝑠3, ……𝑠𝑛) (1) 

𝑂 = (𝑜1, 𝑜2, 𝑜3……𝑜𝑛) (2) 

𝜇 = (𝑀1 , 𝑀2, 𝑀3…… ,𝑀𝑛) (3) 

𝐴 = (𝑤, 𝑟, 𝑐) (4) 

𝐿 = (𝑙1, 𝑙2) (5) 

Where S is defined as a subject, O’s a set of objects. μ is a set of access matrices that display the access 

privileges object by object. A is the number of access functions that store w, r, and c. L focuses on various 

levels of privilege wherein (l1 < l2). Safety and integrity can easily be combined within the architecture 

proposed to achieve complete privileges for the various topics or subjects. We build an access control list 

founded on the above definition, as demonstrated in Table 2. It can be concluded that, in high-ranking matters, 

the same degree of subjects with every object permission provides equal read and control access. On the 

contrary, data of the highest level should not be interrupted from the lowest to the highest. Insufficient data 

must be confined to low to high fluxes. CIA maintains both these rules. Architecture has three entities: device 

nodes, user nodes, and management hubs. The control nodes are l2, and the user nodes are l1. Only data from 

device and management nodes can be transferred to user nodes. Unable to write or edit information on user 

nodes. However, all knots of equipment and management hubs can interact efficiently with data. However, we 

explain an equation too for determining whether the existing situation is safe. 

A safe state can be guaranteed once all components are secure and confident. Because the architecture is 

divided into different levels and specific definitions have been made, S X O X A and L has been constrained 

and adhered to strictly; μ is the last element that needs to be seen. Therefore, as shown in Table 2, we have 

designed specific defensive mechanisms to support control of the access matrix. In addition to providing 

efficient methods with Blockchain technology to govern all forms of access that prevent malicious attacks, 

they can also improve privacy and security. 

𝑃(𝑋 ≥ 𝑥) = 1 − 𝑒(−𝜆𝑥) 

where, 𝑃(𝑋 ≥ 𝑥) is the cumulative probability of X being greater than or equal to x. λ is the average rate of 

block production (λ = 1/commit time). x is the number of blocks added to the chain. 

Table 3 highlights the performance of the proposed system with existing systems. 
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Table 3. Performance comparison. 

S. No. Models Commit time (s) Commutative 

probability 

1 Bao Z et al.[12], Li M et al.[15] 14 66% 

2 Nalin M et al.[17], Homoliak I et al.[19] 19 78% 

3 Negro-Calduch E et al.[21],Sai AR et 
al.[22], Jaquet-Chiffelle DO et al.[23] 

20 54% 

4 Radoglou-Grammatikis P et al.[25], 
Paavolainen S and Carr C[32] 

12 85% 

5 Leal F et al.[26], Huang Y et al.[27] 15 69% 

6 Koshy P et al.[28], Faust F et al.[29], 
Wang D et al.[33] 

17 78% 

7 Proposed method 10 88% 

The proposed architecture can help IoMT overcome its obstacles by providing the following benefits. 

• The Elliptic curve cryptography (ECC) function is used in this platform to achieve patient 

pseudonymity. 

• Patients’ privacy can be protected using attribute-based signature procedures and access restriction 

schemes. This technique incorporated numerous authorities to assure patient confidentiality and data 

immutability in EHRs. 

5.1. CASE STUDY: Remote patient monitoring with the IoMT 

We show how the proposed methodology can be applied to design a Blockchain-enabled IoMT-based 

system where elderly patients reside and may use medical equipment in their homes. This particular research 

centres on fall detection and involves researching and documenting the posture and position of elderly patients 

(such as sitting, lying, etc.) in case the patient falls. The system sends alerts to remote healthcare providers in 

case the patient falls. 

In the example of the Home situation, an elderly patient with heart failure can lead a self-sufficient 

lifestyle at home while carefully monitoring his sitting and standing posture and falling. An Azure Fast 

Healthcare Interoperability Resources (FHIR) Connector was created to implement these goals. Microsoft 

Azure is a cloud computing platform that offers a wide range of services we may use without buying and 

arranging our hardware. In an on-premises environment, executing tasks as quickly or efficiently as in the 

cloud may be impossible. Users can focus on producing excellent products instead of worrying about the 

infrastructure using Azure Services, such as computation and storage resources, network connectivity, and 

application services. At home, patients use the following components in the system: a fall detection sensor and 

a data aggregator, both used to collect sensor-generated data and transfer it to a remote healthcare facility, such 

as a hospital. Remote healthcare services are now available to the patient after acquiring these devices. 

As shown in Figure 6, it consists of the following steps as given below: 

Step 1. Defining system structure and human criticalities: By specifying the structural properties of a 

system component in advance, the IoMT designer establishes a basic system structure from which values can 

be later assigned. IoMTs may be implemented with various medical sensor devices that measure properties 

such as size, battery consumption, etc. Composite components can comprise other elements that form the 

system’s overall structure. As the patient prescribes, human criticalities may be included in the system. In 

contrast, patients may have “affordability” as critical when utilizing an IoMT system. Furthermore, the 

designer lays out design requirements, described as formulas that can be used to validate criticality verification. 
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These requirements are then connected to the IoMT system component properties, and the system component 

properties can be validated later in Step 5. 

Step 2. Configuring the system: The designer offers estimated value ranges for all IoMT system 

component properties to help further advance the design process. The alternative configurations of the entire 

IoMT system represent these values. Different system configurations exist; other matters are used to identify 

each structure. Each composition is tested in the step where formats are specified. 

Step 3. Implementing a simple system: To set up the actual procedure, the system model, as predicted, 

serves as a reliable starting point. The natural system’s fundamental components can, if needed, be 

manufactured or purchased. 

Step 4. Testing system implementation: The validation of the implemented system’s hardware devices 

and software applications is achieved by testing on both hardware and software. The list of values created in 

the configuration step (Step 2) is explicitly utilized during system testing. Real-world scenarios evaluate 

multiple combinations of value values for each component, resulting in different performance outcomes (e.g., 

real-time execution requires minimal processing time). Candidates for further criticality verification, with the 

metrics yielding the best results, are identified as having the most significant value (see final step). 

Step 5. Instantiating system model and criticality verification data: A specific set of values has been 

selected during system testing and applied to the system components. The formulas for criticality verification 

are first used to evaluate the component properties, which are used as input to criticality verification formulas. 

Once these formulas have been completed, the accurate criticality level of human concerns is computed. 

Criticality verification data elements store the group that has been calculated but also allow users to compare 

the added level against the desired level and thus determine the criticality verification outcome. 

Step 6. Verifying human criticalities: To ensure that human endpoints are indeed human criticalities, 

desired levels are compared to compute levels. The system cannot meet the patient concern unless the 

corresponding criticality is verified. Once the system’s structure has been set up, implementing the plan and 

verifying that it addresses the patient’s problems can be repeated based on the designer’s personal preferences. 

Thus, the designer can revisit the system structure or its associated criticalities, reconfigure the system if they 

are not verified, perform another test run and evaluate multiple design alternatives with the patient. The 

patient’s purchase of the IoMT system will enable the customer to start the following healthcare process. 

 
Figure 6. A model-based design methodology for IoMT systems. 
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5.2. Case research of an eye hospital that stores the details of eye donators 

Step 1. An interested candidate visits the eye hospital to register for an eye donation. 

Step 2. The assigned doctor diagnoses him to detect any disease or medical problem he suffers from. 

Step 3. The registration begins if the candidate is healthy and fit for the eye donation. 

Step 4. After filling out the registration form, the candidate’s details, like name, age, medical history, 

eyes, fitness, etc., will be stored in the IPFS. IPFS is a file system that holds records in digital form on the 

cloud. To provide security, each paper will be stored in encrypted form using any encryption algorithm like 

AES, DSA, etc. 

Step 5. Now store the hash to the location of this record as a block in the Blockchain so that no tempering 

can be made in the existing history. 

If a candidate’s details need to be fetched at any time, the hash stored as a block in the Blockchain can be 

used to get the location of the record kept in the IPFS. Now, the key is needed for the record’s decryption 

shown in Figure 7. 

 
Figure 7. An eye hospital that stores the details of eye donators. 

5.3. IoMT FHIR Connector for Azure 

IoMT devices connect to an IoMT FHIR (Fast Healthcare Interoperability Resources) connector for Azure. 

Data from these devices is then persisted in an FHIR server. This Microsoft Healthcare project aims to make 

it simple for developers to deploy a service for capturing high-frequency IoMT data and dumping it into an 

FHIR server. Device data can be written to the IoMT FHIR Connector for Azure or in addition to other Azure 

IoT solutions and remain flexible (IoT Hub and IoT Central). As explained above, the connector does not 

provide device security or management. Those Azure IoT solutions (such as Azure Device Registration, Azure 

IoT Edge, and Azure IoT Central) handle these aspects for you. With the help of extensibility, the IoMT FHIR 

Connector for Azure was designed to make it simple for developers to incorporate new device mapping 

template types and FHIR resources. The various stages of development include: 

• Standardization: Device data is processed into a unified format. 

• FHIR Conversion: The data is normalized and grouped before being mapped to FHIR. Templates 

define and order observations and include references to the device and patient. 

The IoMT FHIR Connector for Azure empowers developers, allowing them to customize their own IoMT 

FHIR Connector service to save time when they need to integrate IoMT data into their applications. The FHIR 
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developer community will continue to improve this project since it is open-source. PHI’s privacy and security 

requirements are at the forefront, and this IoMT FHIR Connector for Azure was built following those needs 

(PHI). The Protected Health Information (PHI) compliance requirements for all Azure services utilized in the 

FHIR Connector for Azure are met. The Microsoft Healthcare team backs this open-source project. However, 

we know that your feedback and contributions will only improve it. We are heavily involved in creating this 

code base, and our daily testing of build and deployment artefacts occurs. 

5.3.1. Setup and requirements 

• An R4 FHIR Server with Device, Patient, and Observation resources that also supports a server 

with the corresponding resource set. 

• A credentials-configured OAuth 2.0 identity provider is given access to the FHIR server. 

• Both a patient and device resource on the FHIR server already exists. It should be connected to the 

patient. Due to the internal id potentially being the same as the device identifier, the users must note that the 

identity extracted for the device during the normalization step is not the internal ID. 

• An item was added to the template storage container with a device content template. 

• An FHIR mapping template has been uploaded to the template storage container. 

5.3.2. Architecture 

To send messages to the connector, use an Azure IoT solution and export messages to the FHIR Connector. 

As shown in Figure 8, there are following components of this architecture as given below: 

• Ingest: Event Hub is the point of ingestion for device data. The throughput of your Event Hub is 

proportional to the volume of your messages. 

• Normalize: Device data is processed and compared to templates in the devicecontent.json 

configuration file. Important information is extracted, including types, values, and other information. A second 

Event Hub receives the final product. 

• Group: The Normalized group is normalized data grouped according to the identity of the device, 

measurement type, and the period that has been selected. 

• Transform: Latency (delay) is controlled by the period in which the data is written to FHIR. 

Buffering and output group stages’ results are combined. Template definitions are matched against grouped 

normalized data to produce observations. 

• Persist: Once this has happened, the device and patient are retrieved from the FHIR server. 

 
Figure 8. IoMT FHIR connection. 
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5.4. Discussion 

Several advantages and crucial considerations are presented by installing an optimized Blockchain 

architecture for safe and intelligent healthcare in the context of IoMT devices. The optimized framework offers 

a reliable method of protecting private medical information produced by IoMT gadgets using Blockchain 

technology. Blockchain’s distributed structure makes it such that information is kept in several different places, 

each less likely to be breached. In addition, cryptographic techniques may be used to secure data privacy, 

limiting access to sensitive patient information to only those who need it. Blockchain’s verifiable and 

unalterable characteristics inspire confidence among healthcare ecosystem participants. The optimized 

architecture makes a shared, immutable ledger of healthcare data available to providers, patients, and other 

authorized parties. This level of openness greatly enhances accountability, data integrity, and audibility, all 

essential in healthcare settings. 

The Blockchain-based infrastructure allows for the safe and efficient exchange of information between 

the many players in the healthcare system. Data sharing with the proper authority and compliance with privacy 

requirements may be ensured through smart contracts, which can set predetermined norms and consent 

processes. Through the use of defined data formats and protocols, IoMT devices and systems can communicate 

with one another and share data without disruptions. The system provides a foundation for creating 

Blockchain-based, immutable, auditable medical records. A patient’s medical history can be recorded this way, 

from initial diagnosis through therapy to the final result. Better continuity of treatment, medical research, and 

information sharing between providers can all benefit from immutable medical data. 

The improved framework can make IoMT devices easier to maintain and safer to use. Thanks to 

Blockchain-based device identity and authentication protocols, only approved and certified devices will be 

able to connect to the network. When data and maintenance records for a device are saved on the Blockchain, 

its performance, maintenance history, and firmware changes can be easily tracked, traced, and verified. The 

discussion topic must include how the enhanced Blockchain infrastructure conforms to healthcare sector 

regulations. The General Data Protection Regulation (GDPR) and the Health Insurance Portability and 

Accountability Act (HIPAA) are two examples of data protection laws that must be followed. To handle the 

massive amounts of data produced by IoMT devices, the framework should also consider scalability and 

performance needs. The debate should consider the difficulties and restrictions of adopting a Blockchain 

framework for intelligent and secure healthcare in the IoMT setting. Scalability, energy efficiency, 

compatibility with current healthcare systems, and widespread acceptance are all potential obstacles. Research 

and development recommendations might look at ways to improve the framework by tackling these issues. 

6. Conclusion and future work 

In this paper, the authors integrate DLT with IoMT devices. This framework has a significant impact on 

the commit time and commutative probability. The proposed method has reduced commit time by up to 10 

seconds, and Commutative probability has been gained to 88%. This framework can help move healthcare 

systems toward becoming more cost-effective, secure, and patient-centric by addressing the stated components 

and considering the obstacles. Adoption and acceptance by healthcare organizations and regulatory authorities 

depend on investigating governance structures and frameworks compatible with existing regulatory standards. 

For Blockchain-based healthcare solutions to be widely adopted, they must provide a positive user 

experience. User input and participation throughout development can produce more efficient and pleasant final 

products. Scalability, interoperability, privacy, AI/ML integration, practical implementation, legal concerns, 

and user-centric design are all aspects of the Blockchain architecture for safe and intelligent healthcare in IoMT 

devices that need to be addressed in the future. Improvements in these spheres are necessary for the framework 
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to achieve its full potential in reshaping healthcare delivery and enhancing patient outcomes. They will help 

bring about its widespread acceptance. 
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