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ABSTRACT 

Big data has become more and more popular, piquing the interest of both researchers and technologists as well as 

business executives. Despite its advantages, big data has a number of problems that necessitate a one-stop shop. 

Blockchain technology has seen a considerable increase in usage, which has had a substantial impact on its applications 

and led to a variety of useful outcomes. In the areas of identity, trust, decentralization, data-driven decisions, data 

ownerships, etc., there are notable game-changers. As a result, Blockchain is frequently acknowledged as an effective 

fix for big data issues. Among the solutions it suggests are decentralized private data management and digital property 

resolution. Together, two these technologies can develop beneficial solutions. 
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1. Introduction 

As the world expands its reach on a variety of fronts, so does the 

amount of data created and authorized. The digitalization of the world 

is responsible for such high levels of data generation. The traditional 

data always had a block consisting of documents, texts, finances, stock 

records, and personal files, but now the data is becoming more 

complex as it travels faster. The main concern is how this fast-moving 

data can be secured, manipulated, and delivered to its destination in an 

intact state. The amount of data transmitted over the internet expands 

at an exponential rate every year. Big data is defined, according to a 

McKinsey Global Institute report, a new generation of technologies 

and architectures are being researched to assess vast amounts of data 

and capture their key properties[1]. Retailers can enhance prospective 

operating margins by 60%. (e.g., high velocity, knowledge discovery, 

and analytics). Big data is defined as datasets of extraordinary size and 

dimensionality that can’t be stored, handled, analyzed, or collected 

with typical database methods. 

Every year, transmitting data increases at a considerably quicker 

rate than the typical variation. The demand for more complicated data 

is growing by the day. Security and fault tolerance are additional 

focuses of the complexity. The amount of data being streamed in real 

time is enormous, and preserving, storing, and protecting it is a 

difficult undertaking. To have brought up to the duty of this evolution 

are the projects or companies, those who work in these fields. The 

ARTICLE INFO 

Received: 15 June 2023 

Accepted: 19 July 2023 

Available online: 18 September 2023 

COPYRIGHT 

Copyright © 2023 by author(s). 

Journal of Autonomous Intelligence is 

published by Frontier Scientific Publishing. 

This work is licensed under the Creative 

Commons Attribution-Non-commercial 4.0 

International License (CC BY-NC 4.0). 

https://creativecommons.org/licenses/by-

nc/4.0/ 



2 

market trends and forecasts shown by this data can help accelerate the planning process and reveal patterns 

that can be used to action to develop. 

The procedure of the presentation, management, restoration and the security of this data has always been 

a concern to the researchers. The key objective is to figure out how to manage the computation of this data 

while also managing it. Data security falls under this broad category and is limited to issues such as data 

confidentiality, availability, and integrity maintenance. The term “data confidentiality” relates to the 

possibility of illegal access to this information, whereas “data availability” refers to the availability of this 

information to the right and authorized users. This paper contributes towards the prospectives of big data and 

BCT for the future researches’. The research creates possibilities of fixing maximum issues of big data from 

BCT in terms of security, management, and quintessential future scope of researches. This paper is divided in 

five sections, the first section is about big data, then second section is introduction to blockchain the third 

section is about big data and blockchain the next section is about the big data projects and how blockchain is 

creating its impact in the challenges in them. Followed by the discussion, future scope and at the end 

conclusion. 

The gathering, analysis and application of big data analytics, which has permeated every aspect of daily 

life and is advancing quickly, have been greatly aided by analytics[2]. Big data is defined as information of 

extraordinary size and dimensionality that can’t be stored, handled, analyzed or collected with typical database 

methods. It was presented a survey of large data management strategies and technologies[3]. The volume, 

velocity, and noticeable representation, as well as the requisite scaling methods, all lead to big data having an 

architectural point of view. In terms of data security, privacy, energy management, data management, 

interpretation and real-time data, big data presents a lot of challenges and issues. Data security, privacy, 

energy management, data management, interpretation, and real-time data processing are all issues that need to 

be addressed. Two of the most realistic possibilities are privacy and security. Various data secrecy 

preservation systems and techniques have been considered, looked into using reinforcement learning to 

generate a security-aware procedure for a smart grid system[4]. Table 1 shows the comparison between 

standard data with big data to help better grasp what big data is. 

Table 1. Comparison in traditional and big data. 

Traditional data  Big data 

Credentials Pictures  

Assets Auditory & audio visual 

Stock records 3D model 

Personnel records Replications, position data 

Companies can take their development to the next level by gathering data in a digital format. Digital data 

analysis can aid in the planning process by revealing trends that can be used to improve strategy. Receiving 

real-time consumer demand information is useful for observing market patterns and predicting. The term “big 

data” also refers to how information is managed. There must be a collection of tools that can go through and 

filter vast amounts of data that is exceedingly complex and varied while processing massive amounts of data. 

Predictive analytics can be performed with big data, which is something that many firms rely on to figure out 

how they’re heading[5]. For example, a telecoms company can use information such as call length, average 

text messages sent, and average bill amount to estimate which customers are more likely to discontinue their 

services. 

Big data is typically characterized by the 4 V’s, which make it more reliable to consider; velocity, 

volume, variety and veracity. It might be a massive assortment of data that is growing suggestively over time. 

It is a dataset that is so enormous and intricate that no typical data management technologies can effectually 
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store or process it[6]. Big data analytics plays an important role in the implementation and creation of a turf 

field for analytical field. BDA (Big Data Analytics) is about mining useful evidence and considering outlines 

from the stated dataset, which can be used for dissimilar purposes for business and research. The best example 

of the big data is the data generation in stock exchange but also to many verticals like e-health, smart grid, 

mobile data logs, transportation and logistics. The term “volume” refers to the amount of data being modified 

and analyzed in order to achieve the intended outcomes. It is a difficult task since in order to handle and 

evaluate a large amount of data necessitates a large amount of resources, which will cost a lot of money finally 

result in the appearance of the outcomes that were requested. The amount of data that can be processed is 

limitless, but the speed at which it is processed is constant. To attain better processing speeds, more computer 

power is required, which necessitates the development of infrastructure, but at a larger expense. Velocity, due 

to the growing demand for streaming data across several devices by end users, this is also a major concern. 

This is a difficulty that the majority of businesses are unable to meet. Characteristically, data is transferred at a 

rate that is less than the system’s capacity. Because transfer speeds are finite but demands are limitless, 

streaming data in real-time or near-real-time is a significant difficulty. Variety the representation of it denotes 

the type of information that is saved, processed, and utilized. Location coordinates, video files, data provided 

from browsers, simulations, and other types of data can be kept and evaluated. The problem is figuring out 

how to arrange all of this information so that it is “readable” by all people who access it and does not produce 

ambiguous outcomes. The value and veracity refer to quality of data generated at the real time. If there is a 

loss of data from one geo-location, it is not an issue in big data because there are hundreds more that can cover 

that information. 

As a ledger technology, blockchain has emerged as one of the most striking solutions for implementing 

security and privacy in big data systems. According to researchers blockchain has played a critical role in 

providing high-quality data and securing data sharing for industrial IoT applications. Researchers proposed a 

blockchain-based machinery for securing mobile data collection and incentivizing mobile nodes for efficient 

data collection. In many cases it is found that blockchain is found in edge computing to participate the data 

quality and process the computation initiated tasks. 

2. Blockchain: The overview 

The father of Blockchain Satoshi Nakamoto[7] introduced the cryptocurrency bitcoin and the basic 

blockchain technology (BCT) have created a significant buzz around electronic payment solutions that use the 

internet’s peer-to-peer paradigm[8]. The blockchain is a shared, distributed, decentralized, immutable and 

secure data structure. Blockchain can be used as a database, but also as a platform which determine protocol 

for establishing consensus without a central hub or any intermediary institution. When a transaction is carried 

out between two nodes on the bitcoin network, it is broadcast throughout the whole network[9]. If the 

transaction is genuine, every node in the network verifies it and adds it to their transaction pool; if not, they 

reject it. Each node keeps a separate transaction pool. The transaction pool contains all of the legitimate 

transactions. 

In simple terms, blockchain technology is a distributed ledger technology; it is a shared public/private 

ledger of all digitally extended[10] events that have been executed and shared among blockchain stakeholders. 

A stakeholder in blockchain technology creates a new transaction to be added to the blockchain. A single 

record of data is stored in a block on each stakeholder’s node in blockchain. The list of information records 

(blocks) is highly encrypted, ensuring a high level of privacy and security. This technology combines 

cybersecurity[11], cryptography, software engineering[12], and distributed computing[13] It is not a hyperbolic 

statement to say that the present and future of the industry are based on financial transactions between 

stakeholders; it promotes transparency and security[14]. 
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A blockchain is a distributed database that stores encrypted blocks of data that are then linked together to 

form a single-connection-trust of data[15]. Blockchain is a cutting-edge and revolutionary technology that 

reduces risk, eliminates fraud, and increases system transparency. Financial theft has become much more 

difficult as a result of blockchain technology[16]. Blockchain is upending the current state of innovation by 

enabling businesses to experiment with cutting-edge technology like peer-to-peer energy distribution and 

decentralized news delivery. When a sender initiates a Bitcoin transaction, it is sent to the receiver via a 

transaction completed on the public bitcoin network. Users are verified by network miners, who also confirm 

that the sender has enough bitcoins to send to the recipient[17]. There are three types of blockchain: public, 

private and hybrid. The public blockchain is where Bitcoin and other cryptocurrencies like it were born, and 

where they contributed to the advancement of distributed ledger technology (DLT). It eliminates 

centralization’s drawbacks, such as a lack of security and transparency[18]. Anyone with internet access can 

join a blockchain platform and become an authorised node, making the public blockchain open and 

permissionless. A blockchain network is made of the following layers: 

• Hardware layer: The server that hosts the entire network or the cloud might function as the hardware 

layer. 

• Ledger or fabric layer: This is the building block of the blockchain network and is made up of blocks. 

Since it contains transaction information, it is sometimes referred to as a ledger. 

• Smart contract or logic layer: This establishes the network’s business logic and guarantees that it 

complies with all laws and guidelines governing the blockchain network. 

• Interface layer: This group of APIs (Application Programming Interface) is used to interact with the 

blockchain and obtain the desired outcomes, such as data addition and retrieval. 

• User-interface or application layer: This layer controls the entire network and serves as the application’s 

front end. It engages in interaction with the other layers. 

Private blockchain; a private blockchain is a blockchain network that operates in a restricted context, 

such as a closed network, or is controlled by a single entity. While it functions similarly to a public blockchain 

network in terms of peer-to-peer connectivity and decentralization, this blockchain is substantially smaller. 

Hybrid blockchain; a type of blockchain technology that incorporates features from both private and public 

blockchains[19]. It enables businesses to create a private, permission-based system alongside a public, 

permissionless system, allowing them to control who has access to specific data stored on the blockchain and 

what data is made public. A blockchain that is run and maintained by a single entity is considered private. 

These kinds of blockchains are typically appropriate to conglomerates, where the parent firm controls the 

network for the underlying collection of businesses. They priorities efficiency over immutability, anonymity, 

and openness in certain circumstances. The RBI (Reserve Bank of India) might be seen as the organization 

with ultimate control over the entire network if we take the India Lending Blockchain into account. But this 

poses the issue of giving one organization an excessive amount of control. 

While a consortium blockchain and a private blockchain have many similarities, they differ when it 

comes to network management and control. Authority is divided between two or more entities rather than 

being centralized on one. This scenario is also suitable for the India Lending Blockchain where authority can 

be distributed between RBI (Reserve Bank of India) and a few of the major banks so that benefits can be 

ensured for all the members. 

Immutability, decentralization, security, distributed ledger, consensus, and faster settlement are all 

characteristics of blockchain technology. 

a) Immutability: the technology without any corruption; a permanent, unaltered network. In terms of any 

sort of transaction happening the nodes check the authenticity and add it in ledger[19]. So, it can be said the 

success of any sort of transaction can be only possible. The transactions are visible to everyone on the public 



5 

blockchain, making it extremely transparent. Private or federated blockchain, on the other hand, may be best 

for businesses that want to maintain transparency among employees while also protecting sensitive 

information from public scrutiny[20,21]. 

b) Decentralized: It means that it has no governing authority and is maintained by a group of nodes, 

making it decentralized[22]. Because the system does not require any governing authority, stakeholders can 

access it and store data directly from the web. 

c) Security: Every piece of information on the blockchain has been cryptographically hashed. Simply put, 

network information hides the underlying nature of the data[23]. Any input data is passed through a 

mathematical method that generates a different type of value while keeping the length constant. It can be 

thought of as a one-of-a-kind data identification. 

d) Distributed ledger: All other system users contribute to the network ledger. To achieve a better result, 

computational power was distributed across the computers. This is why it is regarded as one of the most 

important characteristics of the blockchain. The end result is always a more efficient ledger system capable of 

competing with the old ones. Every active node is required to maintain the ledger and participate in validation, 

as well as the intermediates[24]. 

Mining refers to the process of creating new blocks and adding them to the blockchain. Miners create 

blocks from the transactions present in their transaction pools. When a miner approves and verifies a 

transaction, it is added to the block and becomes part of the blockchain network. Finally, the block’s relevant 

transactions are carried out, updating ledgers across all nodes and ensuring that all participants have the same 

copy of the transaction for transparency and security. The ledger system’s applications, like the concept of 

blockchain, will only expand as technology advances. Blockchain technology can be used to track financial 

crime, securely transmit patient medical records among healthcare professionals, and even track intellectual 

property in the corporate world and music rights for musicians. A blockchain is a reliable and tamper-evident 

system since it is immutable. This becomes a constraint, too, because it might be necessary to amend some 

inaccurate data in a transaction. Organizations have developed a method known as chameleon hash to get 

around this restriction. 

It enables a participant to change the base transaction data without changing the block’s hash. The hash 

value of the amended block and the subsequent blockchain would be unchanged, but the modified block 

would have a scar to show that the contents was changed. Future developments are anticipated to solve similar 

issues with more of these evolutions. Table 2 summarizes, how all type of blockchain behave in different 

parameters. 

Blockchain employs a set of validation checks, known as a consensus mechanism, to check the validity 

of transactions. A consensus algorithm is a computer science procedure that allows disparate processes or 

systems to agree on a single data value. Consensus methods are used in networks with several faulty nodes to 

achieve reliability. In distributed computing and multi-agent systems, resolving this issue, known as the 

consensus problem, is critical. The main difference between the two blockchain type is basically the 

potentially applied consensus algorithm. The different type of consensus algorithm are Proof-of-Work (PoW), 

Proof-of Stake (PoS), Practical Byzantine Fault Tolerance (PBFT), Delegated Proof of Stake (DPoS). The 

PoW has made a tremendous success in bitcoin, PoW requires contributors that compete for mining blocks to 

give the proof of their work. The general mathematical expression for the proof of work algorithm is: 

SHA256 (SHA256 (h. n)) ≤ target 

A block header hash is calculated as a double SHA256 hash of all the block constituents, as shown below: 

Block header hash = SHA256 (SHA256 (Previous block hash + Merkle root + Timestamp + Difficulty target 

+ Nonce)) 
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where h is the content of the newest block and it is always seen smaller the target; the difficulty level of 

mining is high. 

The next Proof-of Stake (PoS) in this the main idea is to compete mining. It has been seen as a replacer 

for PoW, as it requires less of the computational resources[25]. The Hash is like a fingerprint of the block; a 64 

character long cryptographically linked with each other It is basically constituted to identify some document 

or content of the newest block. Nounce, is the valid number of the hash block. The network’s difficulty is 

determined by the difficulty value, also known as the target value. The network’s difficulty level is used to 

control block mining. The bitcoin network has a 10 min block creation time that must be maintained. With 

each block construction, the difficulty value adjusts so that the block creation value remains constant.  

Table 2. Summarizes the type of blockchain and their different parameter to commiserate. 

TYPE Anonymity Transparency Immutability Efficiency Confidentiality Throughput FAT 

Public Y Y Y N Low Low High 

Permissioned N N Y Y Medium Medium Medium 

Private N N N Y V. High High Low 

Consortium N Partial Y Y High High Low 

3. Big data meets blockchain 

Both government and private organizations are investing in big data remediation. Management, data 

cleansing, imbalanced system capacities, imbalanced data, analytics, and learning from data are the 

challenges and issues in big data. The use of blockchain has the potential to solve a wide range of real-world 

problems. Throughout today’s world, customers prefer to transact online, and the growing amount of data 

being generated opens new opportunities for industries to better understand customer needs, purchasing 

patterns, and trends. The rate of most complex problems is increasing day by day. Streaming real-time 

information is a challenge that businesses must overcome. Cryptocurrencies operate in a system that cannot 

be manifested as an encrypted digital currency, and the massive overall network’s well-structured 

comprehensive records satisfy the 5 V feature of big data (volume, variety, velocity, veracity, and value). 

Because the ledger is open to the public, anyone can view the blocks and transactions. The users, on the 

other hand, maintain their anonymity by identifying themselves solely using their public key as an address. 

Transactions are encrypted as well. Transactions that are invalid are rejected and do not appear in blocks[18]. 

Malicious modifications to the transactions will necessitate recalculating the proof of work for the attached 

block and all subsequent blocks. These computations are impossible unless most nodes in the network are 

malicious. 

Users can use blockchain transactions to store or directly exchange their valuables. In the case of bitcoin, 

the asset is a digital currency, but blockchain transactions are not limited to that use. They can represent 

physical 0 or digital property, a smart contract between two or more parties, or any other type of data or 

document[26]. The combination of blockchain and smart contracts has the potential to create a new generation 

of transactional applications that prioritize trust, accountability and transparency while streamlining 

corporate operations and avoiding legal constraints. 

The motivation for having a integration of blockchain along with big data is: 

a) Data security and privacy: The web is causing a revolution in today’s world, and the amount and 

quality of data stored in third-party locations such as cloud storage is go through the ceiling[23]. Conventional 

protection mechanisms, such as firewalls, have evolved over time, as data storage locations have expanded 

beyond the organization’s perimeters. One possible solution is to use the blockchain. The decentralized 

storage and encryption make it more difficult for any unapproved access to the data. 
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b) Data reliability: People may tamper with big data records in order to sway big data analytics 

predictions in their balance in favor[24]. The immutability of the blockchain assures that meddling with data 

stored in the blockchain network is practically impossible. In the event of data alteration, they must change at 

least half of the data. 

c) Fraud detection: To detect fraudulent transactions, current big data systems rely on pattern analysis of 

previous data. Financial organizations can track every financial transaction in real time because data is kept in 

blockchain[25]. As a result, the blockchain can prevent financial institutions from being fraudulently preventive. 

d) Relevant data analytics: Real-time data analytics is more practical because the blockchain records 

every contract. Because the blockchain integrated big data analytics allows the financial institution to settle 

transactions fast, it has ‘cross-border’ transactions in real-time. 

Figure 1 depicts an outline of blockchain services in the big data environment in terms of big data 

processing, storage, analytics, and big data privacy-preserving. The data acquisition block uses data from 

diversified sources in a unstructured format. The IOT devices exchange the data transmission in terms of 

sharing and prevention of data theft. The data storage (example, HDFS, IPFS, EduRSS and BigData-as- 

Service) and access files from anywhere on any machine. Blockchain is used to record the data storage and 

retrieval process. The hash value is stored in the blockchain for authenticity of user verification. These things 

are depicted by the Figure 1. Data can be evidenced from a variety of sources, including data reports, data 

libraries, social media, and assistive devices. The Blockchain mining section contributes to block creation, 

data mining, consensus algorithms and smart contract written. The vast expansion of the cyber-physical 

system enables speedier information services, as well as real-time sensing and access. Data from big data is 

sent to a cyber-physical system that communicates over radio waves. Spectrum auctions are fiercely 

competitive, and license-free spectrum is scarce. 

When data is huge the blockchain has to deal with the huge amount of this real time data along with the 

high amount of throughput. Anyone dealing with data should be aware of the big data analytics. The 

blockchain have the ability to search-and-retrieve policy. Table 3 provides an overview of the services 

provided by big data, its obstacles, and how blockchain technology has provided solutions to the most 

egregious big data problems; the paper citations and author are also mentioned. 

 
Figure 1. Blockchain in big data environment. 



8 

Table 3. Services and solutions. 

The combination of big data and blockchain can open up a number of intriguing possibilities for 

measured modelling. Here is a scientific modelling strategy for analysing large amounts of data utilising 

blockchain: 

• Data representation: Decide the manner in which you want to portray your large amounts of data. This 

may entail establishing the data structure, identifying important variables, and selecting acceptable data 

types. This stage is critical for successfully organising and processing data. 

• Data preprocessing: To deal with missing values, outliers, and noise in big data, preprocessing is 

frequently required. Consider using data cleaning, normalisation, dimensionality reduction, and feature 

selection techniques to guarantee high-quality data for analysis. Blockchain integration: Determine 

which features of blockchain technology you want to include in your computational framework. This 

might include utilizing the blockchain’s immutability and transparency capabilities, as well as smart 

contracts for automated data validation and execution. 

• Model development: Choose a theoretical framework or method that is compatible with your goals and 

data characteristics. Regression models, classification models, clustering methods and time series 

analysis approaches are all popular options. If required, modify the model to fit the blockchain 

environment. 

• Model training and validation: Separate your data into training and testing sets. Train the model using 

training data and assess its performance with testing data. For more robust validation, consider 

approaches such as cross-validation or bootstrapping. 

Services for big data Challenges Solution by blockchain Reference 

Data collection Data subjected to malicious 
attacks, unprecedented methods 
and threats 

Supports efficient energy data, 
data allocation like; Ethereum, Hyperledger fabric 

[27] 

Data share Lack of authorization, response 
time 

The unproductive transaction algorithm accesses 
data from the cache layer in order to reduce 

response time and processing head. 
Smart contracts are used to grant permissions. 

[28] 

File system (storage 
facility) 

Unauthorized access, privacy, 
redundancy security, duplicity. 

Coupled with IPFS, which gives a solution by 
employing decentralized platforming to solve file 
redundancy difficulties while also providing file 
storage security. 
Hashing values are stored in blockchain to provide 
the user with authenticity, and the encryption 
method is used before cloud storage. 

[29] 

Database 
management system 

Data preserved in a distributed 
database is vulnerable to both 
internal and external threats. 

Data tampering is not possible in blockchain, use 
of time stamp overcome this issue. 
The virtual sharing ledger is applied to store the 
transaction history data. 

The transaction done in database are stored in 
inter-connected blocks using cryptography. 

[30] 

Data training Many entities are to share data 
for integration in training and 
splitting datasets for many ML 
classification algorithm. 

Cryptosystems provide a secured environment that 
does not require the intervention of a trusted third 
party. 

[31] 

Privacy Data privacy issues occur during 
sharing of data from different 
sources and entities. 
User privacy is also at stake. 
Many third party stakeholders 
are exposed in ways of security 

breaches and in regards to data 
misuse. 

Gives immutable, verified, and decentralized 
ledger to record the transaction in digital scenarios. 
Crypto-privacy is applied for solving privacy 
preservation. 

[32] 
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• Integrate blockchain verification techniques: Incorporate blockchain verification techniques into your 

model. This may include the use of cryptographic techniques to secure data integrity and consensus 

procedures to obtain agreement on the data’s authenticity. 

• Performance evaluation: Evaluate your mathematical model’s performance in terms of accuracy, 

precision, recall, F1 score, or other applicable evaluation metrics. To assess the model’s efficacy, 

compare the outcomes to benchmarks or prior models. 

• Iterative refinement: As needed, iterate and refine your model. Analyse the findings, identify areas for 

improvement and modify your strategy appropriately. This may entail fine-tuning model parameters, 

integrating more variables, or experimenting with different methods. 

The performance measure for blockchain indulge in ensuring the big data training and prevent data theft 

to facilitate big data transmission. Data can be recorded from pervasive sources like reports, social media 

libraries. They are added to blockchain with digital signature and hash value before sharing with data analytics 

services in which both data source owner and data analytics user can trace and monitor the data sharing flow. 

4. Blockchain—Big data in projects 

Blockchain technology has earned significant praise for its numerous applications in a variety of real-

world problems. Because technology is still in its infancy, many of the difficulties to be addressed, such as 

data ownership and decision support systems, are still in their infancy. Our modern world is awash in 

massive amounts of data that is generated or created by both humans and machines[33]. The increased demand 

for storage, organization, processing, and analysis necessitates a significant role for blockchain[34]. Several 

machine learning (ML)[35] and deep learning (DL) methods are employed for successful data analysis. 

Because of its efficiency and precision, the support vector machine (SVM) is a popular machine learning 

(ML) approach[36]. In the framework of vehicle-to-vehicle social networks data is gathered from several 

sources, including social media sites. Automobile manufacturers, companies, and vehicle management 

services are all involved[37]. Table 4 summarizes the services and initiatives available. Blockchain 

technology is utilized in data analytics applications to examine trade trends, anticipate new clients, diseases 

and business partners. 

Table 4. Summarizes the project and challenges. 

BDA on projects Technique/description Advantages Research challenges Reference 

Smart cities  The use of a hash. 
Encryption that is asymmetric. 
Merkel tree and consensus 

algorithm. 
Big data auditing. 
Fog nodes & D2D blockchain. 

Alteration free transaction in 
IOT device. 
Decentralized technique 

brings secure IOT device 
environment. 
Risk prediction is easy 

Maintenance of balance 
in privacy. 
Technique to find 

crowd sensing. 

[38] 

Smart health care Patient record accessed by 
cryptographic technique. 
Implementation of IoT based EHR 
system. 
Ethereum smart contract used for 
communication of sensors with 
smart devices. 

Provide security and privacy 
for the health monitoring 
system inspired by IoT. 
Safeguard from fraud 
detection and identity 
verification. 
Monitoring of patient data in 

real time and sending of 
alerts for medical 
intercession. 

Commercialization in 
regards industrial 
partner. 
Large-scale healthcare 
data implementation. 
Difficulty in utilizing 
resources. 

[39] 

Power grids Consensus algorithm and hashing  
implementation of crypting 
algorithm in data integration and 
regulatory system. 
Use of blockchain secured response 
management system. 

P2P energy trading and a 
decentralized energy 
generation system. 
Smart grid security is 
achieved through the use of a 
multi-key scheme. 

Difficulty in scalability 
in process transaction. 
Price prediction is 
difficult. 
Realtime analysis is 
little difficult to be 
included. 

[40,41] 
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The use of blockchain in large data initiatives can improve data integrity and prevent sensitive data 

from being tapered. Though many applications confront research obstacles, evaluating trading trends, 

projecting new clients, diseases, and business partners are all advantageous. Many blockchain-enabled big 

data analysis initiatives are gaining popularity in the market, like Omnilytics and Rublix, and datum is well-

known for anonymously storing data. 

5. Discussion and future prospects 

Emerging blockchain in big data platform services and applications is emphasized and analyzed in this 

study. The broad literature research uncovered certain significant technological difficulties that must be 

addressed, as well as techniques. The integration of blockchain into bigdata applications, services and 

projects is fraught with difficulties. The answer to issues such as data security, the blockchain technique 

interprets data exchange only to authorized entities, which is a corrective option for decentralized data 

management and data exchange concerns[42]. Unauthorized access is a problem in big data file management, 

but combining blockchain with a decentralized platform to handle file redundancy provides security to the 

file storage system. It has concerns with external and internal threats as a database management system for 

huge data, but blockchain resists data tampering and uses data stamping methods. In a digital situation, 

blockchain provides an immutable, decentralized ledger for transaction records. There are some open 

research challenges in the integration of BCT and big data[43]: 

A) Privacy: Many private blockchain platforms will limit access, exposer and credentiality of the large 

data set, which can be necessary for BD (Big Data) to process along with AI and reach to correct decision[44]. 

B) Fog computing paradigm: The fog nodes must be equipped with AI and machine learning 

capabilities, as well as a blockchain interface, allowing for localized management, access, and control of the 

fog network the fog nodes execute data processing[45]. 

C) Governance: Even when using a private or consortium blockchain, serious issues arise regarding the 

type of blockchain to deploy (e.g., Hyperledger or Ethereum)[46], who handles and investigates the 

blockchain, the installation and location of the blockchain nodes, who writes the smart contracts, dispute 

resolution, the choice of trusted oracles, mechanisms for off-chain activities, side transmit deployment, 

regulations and standards to comply with, and many others. 

The future prospectives of this is an adaptive blockchain design which can be preferred for lightening 

the computational resource utilization for BCT and 5G network communication for faster services. The cyber 

physical social system uses blockchain for access control[47].The decentralized and immutable ledger with 

advanced technologies ensure data integrity and analytics provide better insight for prediction for 

humongous data accumulation. There are many more potentials which have to be explored. As an example, 

transaction records are not completely utilized[48], owing to the inability of the application programming 

interface to be used. Participants with access to transaction big data may have fewer options academic 

pursuits that are not profit-oriented[49]. A few bitcoin shortcomings, including as energy inefficiency, 

computational scalability, market entrance obstacles, and regulatory issues, may find adequate remedies 

through big data analytics. The methods involved with the big data analytics[50] are still optimized  

framework to secure shared blockchain systems.  

6. Conclusion 

Blockchain, a distributed ledger platform, has spurred great interest in several big data methods. Its 

main feature is its efficiency in terms of strong security and a well-functioning network system. This study 

aimed to cover all aspects of blockchain as a method, as well as its benefits and advantages in large data 

systems. We attempted to illustrate the rationale for combining these two massive technologies. This study 
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attempted to emphasize the collecting, storage, analytics and privacy protection of big data. While 

conducting the research, we identified a number of major challenges that will undoubtedly be discussed 

further. If a solid blockchain architecture can be built, it will be able to address the problems that come with 

big data. The large amount of data collected. 
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