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ABSTRACT

In various cloud computing models, the data need to be protected and to access these data in secure manner is
important. The cryptographic key which is used to secure these data using both in the encryption as well as in decryption
it is mandatory to manage these keys to secure these keys by disclosing in public networks such as any wireless and cloud
environment. Utilizing Ciphertext Policy Attribute-based Encryption (CP-ABE), which provides effective data
governance and key management, for cloud data encryption. The work based on the combination of Cipher Text-Policy
Attribute based Encryption and Proxy Re-Encryption is elaborated in the article (CP-ABE-PRE). The encrypted data
should ideally be transformed such that it may be unlocked with new keys, without an intermediate decryption step that
would allow the cloud provider to read the plaintext this process is known as data re-encryption. The computational and
communication burden on users connecting to the cloud from resource constrained devices can be reduced using the
proposed technique. The experimental results show for Cipher Text-Policy Attribute-Based Encryption are compared to
the current algorithm (CP-ABE) demonstrate good results in encryption and decryption times. Additionally, the CP-ABE
offers crucial distribution and administration options for cloud data. CP-ABE with Proxy Re-Encryption does appear to
be highly efficient which proves verifiability and fairness for cloud data users to which also address revocation problem
as well as collusion resistant model.
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1. Introduction

The Cloud storage information facilities which provide large storage of information with flexibility of
controlling and processing. This information is vulnerable to several attacks that may exist in any cloud storage
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services. So, its mandatory to secure this information by preserving
the data without any modification. Every ciphertext in CP-ABE is
combined with a policy for access that is based on attributes. These
characteristics are connected to a user’s personal key. Users won’t be
able to decipher the encrypted communication unless the private key’s
attribute completes the access structure connected to the ciphertext.
Proxy Re-Encryption is a different method that rapidly gaining
popularity to facilitate secure and private data association and sharing
in the Cloud. By utilising a re-encryption key and a partially
trustworthy proxy, Proxy Re-Encryption makes it possible to convert
ciphertexts encrypted with converting the public key of the data owner
into ciphertexts that another user’s secret key may decrypt. The
plaintext won’t ever be visible to the proxy. Proxy Re-Encryption has
been used by researchers in connection with the Cloud as well as for
confidential and secure data sharing and cooperation.

Additionally, Proxy Re-Encryption and ABE have combined to
boost security and privacy for cloud-based data collaboration and
sharing. Several literary works utilise the combined power of the two
systems to provide a more trustworthy and guarantee more confidence
in the data owner for the cloud-based secure data sharing.

Privacy issues in cloud

Following are some of the privacy issues that may come across in
the cloud platform.

Confidentiality Issues: Most of the information related to public
which is essential to share with public cloud are vulnerable to various
cryptographic attacks. The Hackers or data stealers try to steal these
data and possibility to modify or delete the data available in public
platform. To secure this confidential information many technigques
have been implemented. The data subcontracting facilities such as
unlimited cloud storage in these days offers the firms and data owners
for treating and storing the massive data amount!!. Even though, these
are the advantages from cloud servers, there is appear in serious issues
regarding the confidentiality and data security in the cloud
environment!?,

Data Loss Issues: Data loss or data theft is one of the most
significant security challenges that cloud providers face. More than
60% of consumers would refuse to use the cloud services offered by a
provider if they had previously reported data loss or theft of crucial or
susceptible data. Additionally, even if only one storage unit is hacked,
it is very simple for an attacker to access several ones. However, they
cannot access or regulate for specific stored record or enforce the data
which is helpful for security!!.

Multi-Tenancy Security Issues: The term “multi-tenancy” refers
to a model whereby several tenants share computing resources, data
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storage, applications, and services. The same logical or physical platform is then used to host this in the location
of the cloud service provider. By using this strategy, the supplier can maximise earnings at the expense of the
customer. Attackers may unfairly use the possibility of having several residences and conduct a variety of
attacks against their fellow renters, creating several privacy issues. There is a requirement of key in the
proposed research that makes the system secure that overcome the problems of key management and key
distribution. So, it is mandatory to secure the content in the cloud without modifying the data®®!. The proper
encryption algorithm provides the cloud platform to be more secure. And it is also mandatory to manage the
cryptographic key needed in the encryption model. There are so many works related to key management has
been undertaken. In this paper the model of CP-ABE and Proxy encryption is involved to provide efficient
access control system with key management.

2. Literature review

The following part provides a survey of some contemporary approaches, along with information on their
benefits and drawbacks.

Lei et al.'"! demonstrated the need for effective key management in a cloud environment. The protocol
covers the creation, deletion, retrieval, updating, and actions on key and certificate-containing objects, among
other things, as well as properties that are specific to the item in question, including the object identification.

Fathi et al.’®! suggested the LR-AKE Cluster mode protocol for effective key management. To enable
communication across several servers, the LR-AKE requires the user to remember a password in addition to
preserving a high-entropy secret on the client computer.

Sanka et al.[?! list of suggested capabilities for efficient. Without the data owner’s persistent internet
connection, key management and data access are possible. The capability list paradigm states that before
storing the data in the CSP, the data owner produces a list with entries for each user and their access
entitlements.

In the beginning, Goyal et al. proposed attribute-based encryption® offers a more flexible and granular
access control for data. Using Proxy Re-Encryption, a semi-trusted proxy can convert ciphertexts that were
encrypted using the data owner’s public key into ciphertexts that can be decoded using another user’s secret
key. The proxy will never have access to the plaintext.

Using above literature and existing privacy issues in cloud, it is very important to design and implement
a model which addresses the revocation problem and collusion free model the which provides with reduced
commutation cost with proper access control. The following section elaborates the proposed CP-ABE-PRE
model for resource constrained cloud storage devices.

3. Proposed methodology

3.1. Architecture description

Trusted authority (TA) as shown in Figure 1 produces the required keys such as master secret key and
public key. A unigue code by considering user list is assigned for the properties, resulting in the creation of a
revision key if revocation occurs. In this process the Attributes are used for generating of public and private
key. The key generation unit will be used by data owner to secure the file which is uploaded into the cloud
server. If the data user possesses the necessary characteristics and complies with the access policy established
by the data owner, they will be able to decrypt the file and gain access to it. Some of the public factors are
taken into consideration, such as the unique ID that is obtained using the secret key and the authority attribute
that was generated in that configuration. The key encryption method will be gathered by CP-ABE in cases
where the encrypted user declines the attribute set and where the decrypted user needs to keep the attribute set
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to decipher the ciphertext. Different access structures are decrypted for various types of data by various users.
This method is useful for preventing unwanted data access and it decreases cloud storage. To enable secure
cloud data sharing, the ABE technique and proxy server work together to use the Proxy Re-Encryption strategy.
According to the approach, a data owner, let’s say Jack, encrypts data with a random key. After that, Jack
creates another random value, ki, and uses an access control policy and ABE to encrypt it. Later, Jack calculates
ko using functions on k and ki, i.e., ko = k kq, and uses his public key to encrypt with Proxy Re-Encryption. The
encrypted data and the two keys are then stored in the Cloud (ABE key and proxy key). The proxy key can be
obtained by a permitted user, who can then re-encrypt it with his key, if one is discovered using an authorization
list. Using this, he computes k, or ki kz, obtains the decrypted file, and then decrypts the ABE key.

Figure 1. The proposed model using CPABE with proxy server.

3.2. Steps involved in the algorithm (CP-ABE-PRE)

The Figure 2 elaborates without Proxy Re-Encryption and Figure 3 describes the steps involved during
the CP-ABE-PRE methodology with Proxy Re-Encryption here the user needs to perform initialization step
followed by encryption using CP-ABE method where the ciphertext is hidden and the access structure is by
using the Linear Secret Sharing Scheme (LSSS) and it is designed for applying highly expressive monotone
access structures in CP-ABE schemes. After encryption of the data, it is stored in the cloud. In the decryption
process if a set of attribute secret keys owned by a certain user satisfy the access matrix of the ciphertext, the
decryption algorithm can successfully recover the data. Here Proxy Re-Encryption for enabling secure and
confidential data sharing and collaboration in the Cloud. Proxy Re-Encryption scheme where the data owner’s
private key is divided into two parts. One half is stored in the data owner’s machine while the other is stored
in the Cloud as a proxy the user who has access rights can then retrieve the data as the proxy will decrypt the
ciphertext with half the user’s private key in the proxy and then decrypt again on the user’s side to retrieve the
full plaintext.



Figure 2. Flow diagram for the proposed algorithm.

The steps followed in the proposed algorithm.

Figure 3. The steps followed in the proposed CP-ABE-PRE.
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3.3. Proposed CP-ABE-PRE model

In this section the detailed proposed algorithm is explained using the user setup techniques, TA generates
the PK, MSK, and UID numbers. To create their own PK and MSK, which are assigned as a universal attribute
set, the TA acquires the security parameters and uses them. The DO receives the MSK after the PK has received
the created PK and MSK. The secret key created sends and saves data from the PS, but it cannot decode the
data because it will become a part of the user. The following measures were taken:

o Setup (1)
The multiplicative cyclic groups Go and G; are included in the prime order p.
Let g be given as a generator of Go with the bilinear map e defined as in the Equation (1).
e:Gy X Gy - Gr 1)
Select uniform values for a and g randomly from 7, a, BerZ,,

The PK is reported in accordance with Equation (2),

PK = (Go, 9, 91, 92, f1) 2)
where

g1 = gﬁ
g2 =e(g,9)"

1
fi=9*f
where MK is defined as (b, g%).
e Encryption

The input of an encryption algorithm produces a cypher text CT that is specified by the term “encrypt”,
and the method produces a message denoted by the symbol M and an access matrix denoted by the symbol
(A); that contains the public keys for the attributes used in the access policy (PK, M, T).

Two components make up the cipher text.
o First part

Each data is encrypted using the symmetric encryption algorithm E(m,k), which is represented by
Equation (3).
CTs =EM || CT (3)
EM = {e(my, ki)}io, (4)
where
ki = Hy(a; Il ao)
e Second part

This situation demonstrates how ABE functions. The complete Cipher Text (CT) is displayed as in the
Equation (5).

! ,
CT = (Bo, Co, By, C1,{Bw,, Cn},_, {Eny En, }nieNm (5)
where
By = age(g, g)*%, Cy = gPSo
as BS (6)
B; = aje(g,9)*1,C; = gF*1

So in general it is defined as
BNi = aie(grg)afNi(O)ai = Hz(kj+1 " ]), CNi = ngNi(O)
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Eni = ngi(O),ENi, = Hl(attn(ni))fni(o)

H; (") is the collision resistant hash function.
H;: {0,1} - Zp
o Key generation

At this point, the Authority Setup algorithms are being executed with respect to the inputs as a result of
the outputs from the System Setup.

The Generation method creates an output and distributes it to qualified users with the attribute secret key
corresponding to a GID.

KeyGen(MK, SK) @)
We assume that the function repZ;, uniform, however they were chosen using a random function Zy,.

The randomly chosen values becomes as
T)’GRZ;,,V]'E S (8)
The SK is represented as SK = (D, {D;, Dj’}jes), where

(a+71)

D= gT )
Dj = g"H,(j)" and D; = g"J.
e Decryption

The primary function of the decryption method is to recover the message M and set the secret key
attributes that belong to a certain user while satisfying the ciphertext’s access matrix. The decoding algorithm
would then fail.

To ascertain if the access policy having the tree satisfies the set of attributes S.
IfT:T(S)=T,(S) and Ty (S) (WhenT(S) =1)

Go to step 2

Else

Return.

The proposed CP-ABE-PRE achieves the better privacy with access control that possesses less storage
ahead and stores the part of SK in the PS. The proposed CP-ABE-PRE reduces the system complexity in the
DO thereby delegates the CT update to PS which reduces the DU complexity that delegates the SK to PS
during revocation which is collusion resistant.

4. Quantitative result analysis

We steered a series of experiments to assess the performance of the CP-ABE-PRE model in practice. The
model was executed on a Windows 11 PC platform with a 2.2 GHz Intel Core i5 CPU and 8 GB RAM. The
bilinear cryptographic operations were performed using the JAVA programming language. Tysowski and
Hasan™ gave an easy method to perform user revocation operation by combining CP-ABE with re-encryption.
In their scheme, each user belongs to a group and holds a group secret key issued by the group. However, their
scheme does not resist collusion attack performed by revoked users cooperating with existing users. Li et al.[*?!
has demonstrated that the suggested technique is secure under the Diffie-Hellman assumption of divisible
computation, and local devices can calculate with relatively little expense offer a ciphertext-policy attribute-
based encryption (CP-ABE) scheme with effective user revocation as elaborated in Ramachandra et al.!*®!,
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To use resource constraint devices, the proposed algorithm is much convenient to perform good results
with key lengths variations. The Table 1 provides an evaluation of the proposed CP-ABE-performance PRE’s
in terms of different cloud datasets which is having a file size of 7 KB and 15 KB and the performance analysis
is done by using encryption time, decryption time, and completion time for keys with lengths of 8, 16, 32, 64,
128, and 256 bits for 7 KB and 15 KB data file as demonstrated in Figure 4. The encryption, decryption, and
completion time all decrease as the key length rises, demonstrating increased self-checking, error-detection,
and error-correction. The accompanying table shows that the criteria consider validating the efficacy of the
suggested strategy. Here the statistical significance is obtained using real data parameters which significantly
improved in the decryption time even if the key size increased. The CP-ABE-PRE model significantly lower
the time cost to decrypt ABE ciphertexts by introducing the re-encryption method. Additionally, the time used
in decrypting a re-encrypted ciphertext is independent of the number of attributes and thus much less than that
of decryption for an ABE ciphertext. Comparing to Li et al.*? the decryption time is slightly greater, and we
prove our model is efficient for resource constrained cloud storage devices with fine grained access control.

Table 1. Performance analysis of proposed method for 7 KB and 15 KB data file respectively.

Keylength  Encryption Encryption time Decryption Decryption time ~ Completion Completion time

in bits time (ms) for 7 (ms) for time (ms) for 7 (ms) for 15 KB time (ms) for 7 (ms) for 15 KB
KB data 15 KB data KB data data KB data data

8 19,456 26,578 17,544 22,223 47,123 49,378

16 17,197 18,209 10,233 11,874 29,344 30,815

32 8216 9131 4355 5066 13,663 14,797

64 4201 4465 2301 2547 5923 7607

128 2132 2251 1123 1378 2854 4194

256 967 1017 674 824 2102 2373

Figure 4. Graphical representation for the proposed CP-ABE-PRE scheme.

5. Conclusion

The proposed Key Management and Access control model for Cloud Data based on Cipher Text-Policy
Attribute-Based Encryption and Proxy-Re Encryption (CP-ABE-PRE). The experimental results demonstrate
how CP-ABE is used in proper key management with access control system and decrypting a re-encrypted
ciphertext which is independent of the number of attributes which is done with proxy-re encryption scheme.
For designing cryptographic protocols, key management deals with the storage, usage, and replacement of
keys at the user level. The proposed CP-ABE-findings PRE’s at key length 256 (bits) demonstrate decrease in
completion time. The findings revealed that as key length rose, encryption, decryption, and completion times

8



all dropped, indicating a decrease in time consumption and an improvement in the security of the data. Notably,
our scheme can withstand collusion attack performed by revoked users cooperating with existing users. Our
experiment results show computation cost for local devices is relatively low and can be constant. The proposed
model is appropriate for resource constrained devices. The existing ABE-PRE™ schemes do not support a
mechanism to achieve verifiability and fairness. The verifiability enables a shared user to verify whether the
re-encrypted ciphertext reverted by the server is correct and the fairness guarantees a cloud server escape
from malicious accusation if it has truly conducted the re-encryption operation fairly. In this paper, the
proposed CP-ABE-PRE model proves a novel verifiability and fair attribute-based Proxy Re-Encryption
remarkably, our model can withstand collusion attack performed by revoked users cooperating with existing
users. In future the datasets can be changed with different image data to observe good results in CP-ABE-PRE
with increase in key size.
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